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Introducing OpenLink Virtuoso

A CROSS-PLATFORM Universal Server that transparently integrates disparate application databases and disparate

applications across your enterprise. It provides a Virtual Database, XML Database, SQL Database, Web Application

Server, and Web Services Platform as part of a single-server solution.

Empower your organization today, download a FREE evaluation copy from
www.openlinksw.com/virtuoso or call us on 1 800495 6322

Database Support

Oracle, SOL Server, DB2, Sybase, Informix,
CA-Ingres, Progress, MySQL, PostgreSOL, and
other ODBC or JDBC accessible databases.

Programming Languages
Any .NET bound language, Java, C/C++ etc.

www.openlinksw.com/virtuoso

2004 OpenlLink Software. All rights reserved

Protocol Support
SOL, 0DBC, JDBC, XML, XSL-T, XQuery, XPath, HTTP,
WebDAV, NNTP and POP3

Web Application Hosting
ASP.NET, Java Server Pages, PHP, Perl, and Python

Platform Support
Windows, UNIX (all major flavors), Linux,
Free BSD, and Mac 0S X

Runtime Environment Hosting
Microsoft .NET, Mono, Java, Perl, Python, PHP,
and others
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CIO who discovers that his
expensive new integration
system needs yet another

Integration system.

Data has a funny habit of getting itself trapped inside functional silos. But you need the right technology if you want to get it out. Our exteNd™ family of web
service solutions lets you liberate information and get it to everyone who needs it. That means Marketing can learn things from Operations. And Sales can share
what it knows with R&D. Even when the systems and applications aren’t naturally compatible. And the more sharing that goes on, the more productive and
profitable you are. To find out how our team of experienced consultants and partners can help improve the flow of information at your company, call us
at 1-800-764-3700 or visit www.novell.com/extend. ® WE SPEAK YOUR LANGUAGE.

Novell
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Complicated algorithms are typically
contained within one class or function
so that developers can easily manage
them. How then, can you test the
functionality of your algorithms and
verify that they correctly solve problems
before you have a full application written?
The answer lies in unit testing.

Unit testing is the perfect strategy for
verifying and testing algorithms. Unit
testing involves testing software code
at its smallest functional point, which is
typically a single class. Each individual
class should be tested in isolation before
it is tested with other units or as part of
a module or application. By testing every
unit individually, most of the errors that
might be introduced into the code over
the course of a project can be detected
or prevented entirely.

| suggest that you investigate the benefits
of performing unit testing to verify the
functionality of your algorithms. Performing
thorough unit testing reduces the amount
of work you will need do at the application
level, and drastically reduces the potential
for errors.

By the way, unit testing is a fundamental
part of Parasoft's Automated Error

Prevention (AEP) Methodology. You can
find more information about Automated
Error Prevention at www.parasoft.com

- Adam Kolawa, Ph.D.
Chairman/CEQ of Parasoft

* WSDL schema verification and compliance
to standards

* Automatic test creation using WSDL and
HTTP Traffic

« WS-I Conformance: Basic Profile 1.0

* WS-Security, SAML, Username Token, X.509,
XML Encryption, and XML Signature support

* MIME/DIME Attachment support

It's automated. It's fast. And it's the
Web Services testing tool ever.

Introducing Parasoft’

The simple fact is, no other web service testing tool can do what SOAPtest can do. Or do it as
fast and reliably. From ensuring functionality and interoperability to telling you how your web
service is performing, SOAPtest automates all critical testing processes across the entire life-

cycle of your web service.

But don't take our word for it.... Go to www.Parasoft.com/SOAPtest and try it for free — no
commitment, no obligation. If you like it (and we suspect you will) just let us know. We'll be
more than happy to help you and your development team get up and running.

Call 888-305-0041 x1209 or email: buzz@parasoft.com

 Uniform test suites can be rolled over from unit
testing to functional testing to load testing

* Prevent errors, pinpoint weaknesses, and stress
test before deployment

* Ensure the reliability, quality, security and inter-
operability of your web service

« \lerify data integrity and server/client functionality

« |dentify server capabilities under stress and load

e HTTP 1.0

o HTTP 1.1 w/
Keep-Alive Connection

* HTTPS
» TCP/IP
e JMS

Windows 2000/XP
Linux
Solaris

Parasoft Corporation

101 E. Huntington Dr., 2nd Flr.,
Monrovia, CA 91016
www.parasoft.com
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From the EDITOR

GComply or Die!

t one point in my career I worked

right across the street from

Enron. I used to pass the big E on

the sidewalk as I made my way to
the account I was working on. Like most
of us, the fall of Enron surprised and
angered me.

One consequence of the Enron scan-
dal and other accounting irregularities
was the creation of the Sarbanes-Oxley
regulations. This set of rules requires major cor-
porations to ensure that their board is knowl-
edgeable and aware of all of the ramifications of
its financial position. It also makes the board
members responsible and liable for financial
proceedings within the company.

Accomplishing this task is no easy matter,
especially for large corporations with multiple
divisions and diverse management. Information
that comprises corporate balance statements
resides in hundreds of computer systems, none
of which were designed with compliance in
mind.

Which is where Web services comes to the
rescue. The bad news of Sarbanes-Oxley is that
the information required has to be very current
— it can’t take a year to put it together, it has to
be timely. All of the old processes for generating
corporate financial reports have to be sped up
somehow. Web services promises to address this
by removing the major cause of delay — imped-
ance mismatch.

Accounting follows strict rules (well, okay,
sometimes accountants play fast and loose with
these rules, hence the Enron scandal, but the
rules themselves are fairly straightforward).
These rules allow accountants to produce stan-
dard reports (like a balance sheet) from myriad
different sources. The problem that gives the
accountants, and the systems guys, fits is trying
to match up and correlate, federate, and
aggregate data in different packages with
different formats.

If this seems like a simple problem, think
again. Even something as straightforward as a
date can be problematic. Sybase, Oracle, DB2,
and other databases all have different formats
for dates. And SQL has been around over 30
years and has a standards body regulating it.

SEAN RHODY

Now imagine what it’s like to try to get
multiple accounting packages, ERP
systems, management dashboards,

and employee portals all pointed in the
same direction and providing the same
information. Most companies can’t
even come up with a single view of
their customers. In some ways it’s
amazing that a balance sheet can be
produced at all.

So the ability to remove many of these prob-
lems, assist in the mapping and correlations,
and transform data from one format to another
is a big aid in creating a timely flow of informa-
tion. Of course, there’s more to it than just com-
pliance management. As a matter of course the
improvements that occur as a result of compli-
ance requirements flow not just to the board
room, but to the bottom line. The ability to see
deeper into the financial status of a corporation
allows management to make realistic decisions
and ideally helps to head off crises such as
those that caused the accounting scandals.

But it’s not just the board that benefits from
system updates in the form of more timely
financial information. The work necessary to
implement better compliance management
provides dividends in many systems areas. The
ability to transform and begin to reduce the
number of disparate views of things like cus-
tomers and orders leads to shorter lead times
and quicker fulfillment cycles — all benefits to
the company and to the bottom line.

Web services won'’t solve all of the world’s
problems, whether we're talking about compli-
ance management, order to cash cycles, or
world peace (or alternatively, whirled peas).
There’s real work required to figure out what
needs to be done with Web services capabilities,
how best to expose services, and how to most
efficiently combine them. Web services is a
piece of the puzzle, but good design is still
needed as well. @

B About the Author

Sean Rhody is the editor-in-chief of Web Services Journal.

He is a respected industry expert and a consultant with a leading
consulting services company.

BB Sean@sys-con.com
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Mindreef, WS I, and Interoperability

Q: What is Web Services interoperability,
and why is it important?

A: Web services exist because there is a need
for language and platform independent com-
munication between computers. Ensuring
interoperability between Web service compo-
nents is essential to achieving this vision.
The platform-independent specifications
that make up the core Web services protocols
(SOAR, WSDL, UDD]) are powerful, but
expressive to the point of ambiguity. The
same service can be represented with WSDL
in numerous ways, and toolkits can encode
the same message with SOAP in entirely dif-
ferent ways. Without commonly-followed
guidelines that limit protocol use to an
unambiguous subset, Web services would
not interoperate.

Q: Who is the WS-I, and what is the
Basic Profile?

A: The Web Services Interoperability
Organization (WS-I) is an open industry
organization that promotes interoperability
among Web services across platforms, appli-
cations, and programming languages. Acting
as a “standards integrator,” the WS-I devel-
oped Basic Profile 1.0, a set of guidelines to
limit the scope of what is acceptable Web
service usage. The Basic Profile 1.0 describes
how these core Web service specifications
should be used to develop highly interopera-
ble Web services. To make the Basic Profile
1.0 immediately useful, the WS-I recently
released the WS-I Testing Tools, which enable
Web services developers to generate a Basic
Profile compliance report against any number
of Web services artifacts.

Q: How is a Basic Profile compliance
report used?

A: Generating a Basic Profile compliance
report is excellent for pass/fail analysis. If you
are developing a Web service, you can deploy

I T E P A P E R

a passing compliance report alongside your
Web service to publicize its high quality, as
well as support your interoperability claim.
For clients, performing pass/fail analysis via a
Basic Profile compliance report can aid in
your choice of toolkit, and ensure that you
are invoking Web Services with quality

requests.

Q: Where does Mindreef fit in?

A: Mindreef understands the need for inter-
operable Web services and the Basic Profile.
And while the WS-I testing tools may notify
you of the existence of a problem, the report
can be long and cumbersome, and specific
errors give only a broad indication of where
the problem might be. In an effort to help
you discover and resolve your interoperability
problems, Mindreef presents SOAPscope 3.0.

Q: What is SOAPscope and how does it
go beyond the WS-I Testing Tools?

A: SOAPscope 3.0 collects messages and
WSDLs in a variety of ways, and provides an
intuitive framework for performing Web
services diagnostics and analysis. SOAPscope
is capable of analyzing Web service artifacts
against a myriad of specifications and guide-
lines, including the WS-I Basic Profile,
SOAD and WSDL, as well as Mindreef Best
Practices. SOAPscope provides an interactive
U to help solve problems, not just report
them. As Web service artifacts are analyzed,
SOAPscope pinpoints and highlights the
XML fragments causing the problem, and
presents it within a larger context, including
extensive help, to assist you in solving the
problem.

Q: How do I resolve errors as I

discover them?

A: SOAPscope 3.0 addresses the resolu-
tion of Web services interoperability
errors by providing a unified Web service

© Copyright 2004, Mindreef, Inc.
Mindreef, SOAPscope, Debugging the Data, and Pseudocode View are trademarks of Mindreef, Inc.
The names of companies and products mentioned herein may be the trademarks of their respective owners. This product uses Hypersonic SQL. This product includes software developed by the Politecnico di Torino, and its contributors.

"SOAPscope rocks!"

diagnostic system, and supporting a
process of iterative improvements. As
artifacts are collected and automatically
stored, they can later be examined, and
analyzed for potential problems. If a
problem is found with a SOAP message,
you can edit the artifact, resend it, diff
the result against previous results, and re-
analyze the transaction. WSDLs can be
viewed, dynamically invoked without
writing code, diffed for changes, and re-
analyzed as they evolve.

Q: Isn't analysis something that a tester
does at the end of the project?

A: No. Of course you'll want to generate a
compliance report at the end of your devel-
opment to support your interoperability
claim, but running analysis throughout the
development process can quickly uncover
latent bugs and issues at a time closest to
when they were introduced. Uncovering
those bugs automatically with intermittent
analysis saves developers and testers from
spending hours hunting down something
that can be detected within seconds.
SOAPscope 3.0 provides you with life-cycle
value, performing analysis at any stage, and
even generating the WS-I Basic Profile 1.0
compliance report when you are ready to

deploy.

Q: Now that I've done all this, can

I guarantee interoperability?

A: You can never guarantee interoperability,
but by integrating analysis into your develop-
ment and testing process, you can be assured
that you've done everything possible to be
interoperable.

Q: Where can I learn more?
A: Read more about Web services
interoperability in our FREE whitepaper

at hetp://www.mindreef.com/interop-wp.

- Don Box, XML Messaging Architect, Microsoft and co-inventor of SOAP
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Want to spend more time developing software and less time
supporting it? Spend some time discovering hp OpenView—
a suite of software management tools that enable you to build
manageability right into the applications and Web services
you're designing.

Find out how the leading-edge functionality of hp OpenView
can increase your productivity.

http://devresource.hp.com/d2d.htm
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Industry COMMENTARY

Web
as the

n order for companies to benefit from the

strategic value of information technology,

there needs to be much closer alignment

between IT and the business side. So far,
these two counterparts have had a difficult
time seeing eye to eye. The problem is that
despite earnest intentions by both to work
together, the application integration tools
that IT has had to work with have been cum-
bersome. This has resulted in too many proj-
ects being delivered late and over budget and has
caused the business side to stop expecting IT to deliver
what it needs when it needs it.

Integration is the bugaboo. Organizations are tak-
ing an enterprise-level look at their applications and
this means integrating and sharing data between
applications is a requirement in many projects.
Gartner Dataquest predicts spending on integration
projects will reach a staggering $10.6 billion in 2006.

So what companies need is a cheaper, easier, faster
way to handle enterprise application integration. An
Infoworld survey shows that application integration
costs are at least 25% of the total IT budget at many
companies. If Web services can help deliver on this
requirement, they will play a role in improving busi-
ness’s perception of IT. As IT demonstrates greater
responsiveness, the alignment with the business side
will occur more easily. And IT is jumping on the band-
wagon. The same survey indicated that 55% of the IT
managers polled said Web services will make integra-
tion projects more viable.

The Never-Ending Quest

IT innovation is about making IT more accessible.
By providing companies with the means to better
leverage their IT assets Web services drives up the ROI
for existing and new IT assets. Web services in and of
themselves are not free and require their own cadre of
specialists and consultants, but they are a more
appealing option than older approaches. A recent sur-
vey of IT managers showed that 74% of them expect
Web services to reduce their need for more expensive
EAI software and services.

Relationship Building
Although IT departments are not known for their
public relations savvy, they do realize the importance

JIM CARTY

ervices
Holy Grail?

of having a good relationship with their internal
customers. The problem has been one of diffi-
cult-to-implement technologies getting in the
way of good intentions. The project delays and
cost overruns posed by centralized, proprietary,
EAI hub solutions hinder IT business-alignment
efforts. Web services avoid many of the factors
that make many EAI solutions so challenging by
using standards that are widely supported. It's
the business agility afforded by Web services that
will bring the two sides closer and support the sense of
a shared mission.

A necessary component in any business relation-
ship is trust. In providing information solutions that
accommodate managerial dynamics, management
starts to see IT as a partner that “gets it.” The value in
promoting trust is that organizations will look at IT in
new ways and try to integrate it into the fabric of the
organization.

The World Is Not Flat

Increasingly, the most valuable applications are not
internally focused but rather external facing. The com-
petitive landscape brought on by the Internet requires
companies to connect with competitors, supply chain
partners, and marketing research databases. Web
services help companies leverage their supply chain
and other external connections. Until now, proprietary
protocols have made the interchange of information
and services difficult. Web services take advantage of
the universal connectivity provided by the Internet to
enable the sharing of applications in the form of
services with any and all partners.

The Power of Agreement

The Internet may be the first thing all mankind has
ever agreed upon. Web services has the potential to fol-
low a similar track of standardization and global adop-
tion. Of course it needs to avoid the pitfalls posed by
vendors who have an interest in promoting “propri-
etary standards.”

Standards, such as XML, are central to companies
making more productive use of information. By invest-
ing in Web services, companies are able to leverage
their IT capabilities into industry leadership. A well-
known business practice is “giving to get.” Web services
enables a strategy of giving partners access to applica-

—Continued on page 18
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Service-lgvel trmnugammﬂ is essential
to deploying business-critical
Weob services syslems

B Web services are like your local auto repair shop. You don’t want to do business with them

until you have a clear idea of the level of service you can expect. Despite the many advantages of

these new, standards-based systems, they will not become core business assets without capabili-

ties for gauging and controlling their quality of service (QoS) attributes.

onsider the example of a
manufacturer that uses
internal Web services for
order fulfillment as well as
extranet Web services to automat-
ically replenish its inventory. To
make informed decisions about
order fulfillment, the manufactur-
er needs current and comprehen-
sive information on the services
and systems consumed by its inventory Web
service. Is the warehouse management
service running when inventory updates
are needed? How long do suppliers’ services
take to respond with a promise date? How
should service problems be addressed to
minimize costs? If the manufacturer has
Web services that are consumed by cus-
tomers, it might want to prioritize orders by
the customers’ value to the business.
Without the ability to see and control quali-
ty-of-service attributes across internal and
external services, the manufacturer would
be putting its business at significant risk.
This is where service-level management

April 2004
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] comes in. When implemented prop-
erly, service-level management, or
SLM, provides a means of under-
standing the business impact service
levels have on revenue and produc-
tivity, while also facilitating the diag-
nosis and mitigation of service prob-
lems within business processes. It’s a
continuous and closed-loop process
of measuring, reporting, and improv-
ing the quality of service of systems and
applications. Effective SLM includes a
methodology for establishing and maintain-
ing acceptable service levels to meet busi-
ness objectives, streamline processes, and,
of course, minimize costs.

SLM has typically focused on system
management in terms of the physical or sys-
tem-level behavior alone. With their many
benefits, Web services offer the ability to
expand that role.

Traditional service-level management
solutions focus on managing devices such
as network routers, server equipment, and
system software. Because these solutions

are based on physical data and messages,
they cannot be fully “aware” of Web services,
to say nothing of logical- or application-
level behavior. Moreover, they provide a
limited perspective because they cannot see
the business implications (such as the dol-
lar value of orders) of the messages flying
across the system. As a result, they are
unable to proactively resolve quality-of-
service problems or alter system behavior to
meet underlying business objectives. (More
on this point later.)

Abstracting the Management Layer
Whether you build your own SLM sys-
tem or purchase one, you'll want to give
some thought to the underlying mecha-
nisms used to provide management capa-
bilities. If you hard-code the logic into the
Web services themselves you'll be chal-
lenged to maintain your management capa-
bilities as your Web services evolve. Having
your Web services and clients embed pro-
prietary headers into SOAP requests and
responses would limit your management
capabilities to those Web services over
which you have direct control. The best
approach, therefore, is to abstract the man-
agement solution by using Web service
intermediaries. With this approach, all the
management policies reside in the interme-
diaries, enabling your Web services envi-
ronment to grow naturally and without
added development-time constraints.

www.wsj2.com
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A New Web Services Success Equation: Easier + Faster + Less Maintenance

By Bob Braner
bob.brauer@strikeiron.com

STRIKE f 1mON

A new way to work with Web services
Now there really is a new and easier way
to understand and utilize Web services
that will accelerate your development and
reduce your support time with users.

Advanced technologies, advanced

solutions!

There is a new success equation for

developers that brings together four

advanced technologies for a new way to

work with Web services:

= Graphic representations of the parsed
code including data requirements, data
structure and expected behavior.

* Dynamic invocation of the selected Web
service requiring no additional software,

* Dynamic execution of the Web service
regardless if it changes or is unknown at
compile time, and the

= Ability to integrate this dynamic technol-
ogy into applications.

Real benefits, real savings!

This translates into real benefits when

working with Web services and provides

opportunities for new types of applica-
tions:

® Reduce your time in half to decipher
Web services.

* Quickly understand any Web service’s
behavior for faster utilization regardless
of complexity.

= Significantly reduce your time and cost
by eliminating the writing and compiling
of additional code.

= Significantly reduce your support
requirements through dynamic execution
that is “self-adjusting”. No need to
re-write, re-compile, re-test and re-
distribute.

® Spend more time creating applications
and less time on maintenance and
support!

The new success equation!

These technologies have been brought
together by StrikeIron™ to provide an
ideal set of companion products for every
developer working with Web services.
Now there really is a new success equation!
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The Strikelron Web Services Analyzer for Java mafkes it easy to quickly discover,

understand and utilize any Web service with a click of the mouse.

Point, click and use!

The StrikeIron Web Services Analyzer al-
lows anyone to easily and quickly discover,
understand and utilize any Web service
with a click of the mouse. Everything you
need is easily understood in a graphical
interface with familiar tree and table views.

The StrikeIron Web Services Analyzer

* Easy-to-use point-and-click interface.

* Graphically visualize any Web service.

* Familiar tree and table views for input
and output.

= Faster and easier discovery with a direc-
tory browser.

* Dynamic invocation of any Web service
to test behavior.

* No time consuming programming or
compiling.

= Save your output to Microsoft® Excel.

= No need for additional software to
invoke or execute.

Dynamic applications: easier access,
flexibility and lower support costs!
Strikelron’s Web Services Developer

Kit accelerates application development
and lowers costs by taking advantage of
Strikelron’s Web Services Dynamic Object
Technology (WSDOT). The WSDOT
engine enables developers to dynamically
load, invoke, aggregate and govern the
execution of multiple Web services at
runtime, without recompiling and without
additional softwate. Reduce your costs and
time to completion with a whole new level
of freedom and flexibility!

The StrikeIron Web Services Developer

Kit

= A full copy of the StrikeIron Web Ser-
vices Analyzer and all its benefits.

= Access to Strikelron’s WSDOT API
for dynamic invocation and execution
without recompiling;

= Complete, standardized, executable Java
code generation.

= An Eclipse plug-in for graphical analysis
of Web services and code generation.

= A rich set of additional functionality
for building applications including Web
service monitoring, batch capabilities,
multiple workspaces and more.

® No need for additional software to
invoke or execute.

Delivering Web Services to the World!
Strikelron is a pioneer of innovative
products and subscription-based online
services that provide a new level of ease of
use and productivity for the utilization of
Web services.

Free Trial! Please visit our Web site at
www.strikeiron.com to download our

newest products and to sign-up for our
free newsletter.

StrikelIron, Inc.
919.405.7010
sales@strikeiron.com

www.strikeiron.com

©2004 Strikelron, Inc. All rights reserved.
StrikeIron products and services mentioned herein are trademarks or
registered trademarks of Strikelron, Inc. All other brands or product
names are the property of their respective holders.



Start Managing Service Levels Early

It’s important to incorporate some ser-
vice-level management into your Web ser-
vices systems from the outset. Pilots and
proofs of concept, which help to form your
overall Web services strategy, call for careful
evaluation and constant fine-tuning. With
SLM, you and your team will benefit from a
deeper understanding of system perform-
ance. What’s more, you'll need SLM-gener-
ated data to quantify your successes in
order to justify additional investments in
Web services.

SLM can help you understand specific
performance and availability issues of your
Web service pilots. By recording and analyz-
ing the service levels of your Web services
experiments you'll have the knowledge and
experience you need to ready your service-
oriented architecture for prime time. For
example, before exposing a new order-pro-
cessing application via Web services inter-
faces, you'll first need to understand the
impact the Web services will have on inter-
nal systems and the service levels you can
expect to provide to users.

Rules of Thumb for Pilots
Keep in mind when planning and imple-
menting SLM for Web service pilots:

* Be a discerning consumer of Web services:
Service-level management will help you
to distinguish third-party Web services by
revealing QoS information such as per-
formance and availability. You'll want to
understand the QoS attributes of the Web
services you consume over a period of
time before incorporating them into busi-
ness-critical applications.

* Differentiate the Web services you
provide: You can actively manage your
service levels to provide premium service
to discrete user populations. For example,
you might want to allocate your best-per-
forming system resources to your highest-
value customers. You'll want to practice
such things with pilots before taking your
Web services into production.

* Be aware of service quality: Pilots and
proofs of concept are excellent opportu-
nities to set informal quality-of-service
goals for applications, and then track
against those goals. For example, you can
see if your application can provide 99%
availability from Monday to Friday, 8 a.m.
to 5 p.m. As you compile historic service-
level data from your early experiences,
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you’ll be better equipped to plan for
growth and to respond to your user com-
munity.

Create formal and informal service-level
agreements: Service-level agreements, or
SLAs, are the instruments for defining
and enforcing SLM goals. An SLA sets the
expectations of service providers and
recipients alike. Formal SLAs could be
contractual commitments that include
noncompliance clauses, or they could be
formal arrangements between internal
departments that impact funds-exchange
and charge-back policies. Informal SLAs
represent a collection of internal service-
level objectives based on internal goals
designed to provide operations and IT
departments with finer-grained control of
their environments, beyond formal or
legal commitments. An effective SLM
solution will help you to ensure that your
expectations are set on achievable goals,
prevent service levels from becoming
noncompliant with defined objectives,
manage compliance failures according to
the magnitude of the penalties, and mini-
mize the cost of any noncompliance that
occurs.

Set objectives that match operational
conditions: Each SLA has a set of service-
level objectives, or SLOs, such as average
response time or availability over a period
of time. Take time into account when
defining objectives. Factoring in hours of
operation, peak hours of operation,
scheduled downtimes, time zone adjust-
ments, and so on, is key to ensuring the
accuracy of your QoS data. This knowl-
edge will also help you define trends and
predict problems.

Set objectives that match business condi-
tions: As a service provider, you're likely
to use the same service or application to
support multiple clients. Because you'll
probably commit to different service lev-
els for those clients, you'll need to man-
age multiple SLOs for the same service.
The more accurately your evaluation and
mitigation strategies are matched to your
business objectives, the more easily you'll
be able to gauge and affect your service’s
impact on your bottom line. For example,
any plan of action to mitigate problems
should first address the most stringent
SLAs. Even for informal SLAs that are tied
to more generalized QoS goals, and not to
specific customers, mitigation strategies

should focus on business issues such pri-
oritizing orders of higher dollar value.

¢ Continually evaluate service-level objec-
tives: For greater understanding of your
system’s impact on your business, give
consideration to the criteria for evaluat-
ing your objectives. For example, you
might want to evaluate performance after
the first 1,000 messages (to build a critical
mass of data) and then every 30 seconds
thereafter. Or you might want to track
each order over $1,000,000. The more
fine-grained the evaluation criteria, the
more you'll learn from your experiments.
Be sure to set warning thresholds in order
to trigger alerts in advance of compliance
failures.

To Unlock Business Insight,
Content Is Key
XML provides standard syntax for repre-
senting information. This syntax makes it
possible for an SLM solution to utilize the
message content to play an active role in
improving the system’s quality of service.
Tags, attributes, and element structure, as
well as data from external sources such as
LDAP, provide valuable contextual informa-
tion that can augment use of the message
content. By leveraging the content (e.g.,
order value) and context (e.g., customer pri-
ority) of the messages that are exchanged
between Web services, the management
solution can provide valuable business
insight into service-based processes.
Combining that business knowledge with
system-level information, you can define
service-level objectives and thresholds for
any relevant set of business criteria.
Here are a few examples. By leveraging
message content and context you can:
¢ Monitor the performance of an order-ful-
fillment process for all Platinum-level dis-
tributors
¢ Notify the account managers for all cus-
tomers that are affected by a service fail-
ure
* Monitor response times by region
* Define service-level objectives by user
roles, such as internal product managers,
partner staff, high-value customers, etc.

Enforcing Service Quality
According to Business Priorities

To optimize Web service systems and
minimize risk, it’s important to continually
and proactively prioritize system usage

www.wsj2.com



according to business goals. An effective man-
agement solution not only measures, but
actively enforces, end-to-end quality objectives
that align with organizational goals. You can use
the rich insight provided by service-based sys-
tems to optimize performance and availability
in a manner that achieves the greatest business
value. This ability becomes even more powerful
with the opportunity to mitigate problems
before they can impact business. For instance, if
the performance of an order-fulfillment service
starts degrading, you might prioritize cus-
tomers with whom you have the most stringent
SLAs. Or when a service is restored you might
first process the orders of Platinum customers.

Managing Service Levels Across
Complex, Distributed Processes

As you gain experience with Web services,
you'll migrate to more mature environments,
eventually integrating Web services that are
distributed and federated across heteroge-
neous platforms. This brings forth business
processes that span multiple divisions within
the enterprise or cross corporate boundaries to
include partners and customers. From end to
end, the process will involve multiple, inde-
pendently controlled Web services that might
rely on other services and processes to com-
plete a task. Typically, each Web service will
interact with numerous other Web services,
playing a provider role in some interactions
and a consumer role in others.

Such complex architectures will also facili-
tate loosely coupled exchanges between multi-
ple services. This will enable you to implement
processes that can adjust to business condi-
tions in real time by dynamically selecting the
appropriate Web services. While this flexibility
increases the effectiveness of the process, it
also introduces a level of unpredictability into
the system.

Consider the example of a company that
would like to streamline its manufacturing and
fulfillment processes across multiple factories
and warehouses, as well as its partners’ facili-
ties. Depending on the available-to-promise
inventory levels, the company will either fulfill
the order from one of its warehouses or out-
source the manufacturing to one of its estab-
lished partners. This fulfillment process
involves multiple Web services, both inside and
outside the corporate enterprise, and must be
very flexible. Managing such a process calls for:
 Gathering service-level statistics from dis-

tributed services, including inventory, man-
ufacturing and warehouse services
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* Monitoring services over which the manu-
facturer has no control

* Making real-time QoS decisions by monitor-
ing each instance of the process (for
instance, immediately notifying IT if the step
that explodes the bill of materials goes
down)

* Rapidly locating problems within a process
and determining the impact on business

¢ Preemptively addressing issues before com-
pliance failures occur

Combined, these capabilities provide the
ability to successfully achieve business goals in
a complex yet flexible system.

Rules of Thumb for Complex Systems

Some things to keep in mind about man-
aging service levels across distributed, feder-
ated environments:

* Apply SLM to business processes: You'll
need to manage service levels end-to-end
across dynamic, multistep processes.
Ideally, your service-level manager will be
flexible enough to observe these processes
without having to control them. This
becomes especially important if an enter-
prise has multiple processes to track or
there are numerous process engines within
the organization.

e Determine the impact on business: By
bridging system-level information (e.g.,
server availability) and application-level
data (e.g., average orders per week), it’s pos-
sible to get a clear understanding of the
business impact service levels have on rev-
enue and productivity. For example, if a
service that calculates sales tax goes down,
the IT group would want to know which
business processes are affected, which cus-
tomers are trying to access the service, and
if there are any potential penalties for SLA
noncompliance.

 Identify service problems early: IT and
operations spend an inordinate amount of
time trying to pinpoint bottlenecks in dis-
tributed, multistep processes. To ease this
burden, they need a management solution
that enables them to easily identify which
operations or services are problematic.
Better yet, given the opportunity to under-
stand trends and predict failures with levels
of confidence, they can avoid service prob-
lems altogether.

¢ Span multiple technical architectures: Your
SLM solution must address the key archi-
tectural issues within a complex scenario of

distributed and federated processes. It must
aggregate measurements from distributed
system components, including Web services
hosted by other entities. It must scale as the
logical network grows. It must be cross-
platform to accommodate the heteroge-
neous nature of Web services and must col-
lect data from a variety of sources (includ-
ing WSDL-less Web services, non-SOAP
XML, HTML, servlets, JSP, HTTP, and JMS).
And it should leverage the system-level
information that is collected by traditional
management products such as IBM Tivoli
or HP OpenView.

* Close the loop with historical information:
Analyzing historical data provides added
insight, such as an improved ability to iden-
tify bottlenecks, fine-tune service-level
objectives, and anticipate changes in sys-
tem performance. For example, by knowing
the average order value during peak busi-
ness hours you can better understand the
revenue loss of a system failure. For more
mature systems, this can also help identify
new revenue opportunities — such as pro-
viding value-added services targeted at the
most active users of a particular service.

Service-Level Management Is Taking
Care of Business

In recent months, we've seen a great deal of
momentum with Web services, as a growing
number of companies are taking their new
applications into production. What’s more,
we've seen Web service deployments from any
variety of businesses — financial institutions,
manufacturers, retailers, government agencies,
telecommunications. The list goes on. One con-
stant in all this change is that the companies
deploying business-driving Web services have
all implemented solutions that enable them to
set service-level expectations, manage to those
expectations, and resolve any issues that arise.
To ensure the ongoing success and continual
expansion of their Web service initiatives, the
companies that are serious about Web services
are using SLM to manage their bottom lines. @
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Adopting Technology
for Gompliance

W With strict new regulations, such as Sarbanes-Oxley, that include serious penalties for those

who do not comply, today’s executives face more challenges than before. Lawyers, analysts, audi-

tors, and corporate executives are confronting challenges they have not had to face in the normal

span of their work in the wake of compliance regulations.

ccording to AMR Research,

Fortune 1000 companies on

average will spend about $2.5

million just on Sarbanes-
Oxley compliance tools in 2003.
Technology tools that help speed
the implementation and adherence
to regulations can automate the
process, reducing compliance-
related headaches. Compliance
with new federal regulations is not a one-
time event and must be adopted with that in
mind.

The Problem
In organizations today senior manage-

ment needs to address three key areas of

risk — controlled, inherent, and detection

risk.

¢ Controlled risk: Can generally be classi-
fied into the environment, information
systems, and procedures, all of which can
be easily “controlled.” They comprise atti-
tudes, ability, awareness, and actions of
management as they impact business
operations

e Inherent risk: Cannot be controlled by the
enterprise; the control environment creat-
ed and supported by management can
help ensure statements reflect economic
realities. No structure can be 100% effec-
tive; therefore, some risk is normally asso-
ciated in the normal course of business.

* Detection risk: The risk of not finding
misstatements in reports.
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The National Association of
Corporate Directors (NACD) indi-
cates that for corporate directors
alone, time spent in areas such as
this has gone up from 125 hours in
1999 to 250 hours in 2002 with an
estimated increase of 20% in 2003.
Technology must, and can, help
solve this very important problem.

With looming Sarbanes-Oxley
Section 404 deadlines and Section 409
requirements around the corner, time is of
the essence. The application of technology
is mandatory in order to provide the rapid
return being sought.

Requirements

Today’s standards require many con-
trols, including a foundation for internal
and external checks. Risk assessment by
management of relevant risks and how
they will be addressed is vital in the com-
pliance process as is information and com-
munication supporting all control compo-
nents.

Technology is playing a key role in the
compliance process. For example, the
Internet is an ideal tool to monitor per-
formance, risk, and compliance. Other
common tools, like spreadsheets, are
cheaper and easier to use but pose a con-
trol risk and reduce accuracy, agility, and
transparency. Today’s systems need to be
streamlined to meet shorter deadlines and
must manage documentation.

Senior executives should first deter-
mine how well their systems function and
test the maturing of their internal controls
by asking questions. Addressing the issue
could be a function of process rather than
technology. It is here that Web-based tools
designed for simple access to large stores
of data presented in user-friendly formats
can play an essential role.

Simple areas where tools can aid in
compliance are in enhancing internal con-
trols. Today companies’ recording and
reporting systems remain messy. Ideally all
of the reporting systems will be linked
electronically to enable enterprise-wide
drilldown to the smallest detail. For exam-
ple, a compliance tool can help shorten
the time between the end of the financial
period and the government filing.

In today’s business climate, where scan-
dals have demanded companies focus on,
and be able to demonstrate, good corpo-
rate governance, there is much more at
stake than traditional cost and productivi-
ty issues. Rising D&O premiums (some
estimate at 40% per annum), heightened
personal liability for corporate directors
and executives, potential reduction in
access to capital, and lowered company
valuations have broadened the need for
greater flexibility in the technology
required to support compliance initiatives.
A simple initiative of providing corporate
transparency has a tremendous ripple
effect.

Content of various types must be easily
aggregated, such as spreadsheets, Word doc-
uments, and other materials that might
make up the notorious three-ring binder
Board Book. External information, not just
internal, to an organization, such as compet-
itive and market intelligence, must be acces-
sible without stepping through multiple
screens and sign-ons, rendering the applica-
tion unusable. Events from the ERP system
of record that are deemed material must be
pushed out to those needing notification.
Overextended marketing budgets, excessive
goodwill write-offs, out-of-control overhead
expenses, and revenue items falling outside
of normal guidelines are just some of the
items drawing increased scrutiny from
shareholders and regulatory agencies, not
just the traditional internal company man-
agement. Streaming the detail and parsing
via XML gives the appropriate level of user
the optimal level of drill-down capabilities.
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The use of the same information, provid-
ed with appropriate security, can allow a
corporate director to prove duty of care, a
department head to maintain consistent
levels of performance, and the knowledge
worker the ability to adapt to changing con-
ditions when appropriate.

Solutions

Fortunately, a reliable remedy is at hand.
Business performance management prac-
tices and technology enable organizations
to comply with today’s stringent require-
ments. These practices and solutions can
drive profitability through a planning, mon-
itoring, and reporting cycle.

While automated compliance solutions
are often installed in an organization, they
are considered by IT departments as too dif-
ficult or are limited in their scope. In some
cases, automated checking systems can be
flexible and powerful enough to incorporate
the entire compliance process.

In many cases, all of the data is available.

In fact, most of the time there is an over-
abundance of data. The real challenge is in
pulling it all together in a meaningful way
by providing context and allowing powerful
visualization and easy exploration.
Solutions evaluated need to be event-

and data-driven and provide a near real-
time effect. Solutions incorporating the cur-
rent Web services standards in order to facil-
itate interoperability of disparate systems
without the costly and time-consuming
enterprise application integration (EAI)
projects of the past will lead the way. Web
services, SOAP, and XML are all technologies
that need to be leveraged in order to provide
just-in-time enterprise information integra-
tion (EII) at the point of use. This will facili-
tate timely decision-making and more rapid
response to potential threats to the busi-
ness.

The next step is to ensure that whatever
solution organizations choose it supports
occasionally connected functionality. This is
a nontrivial exercise to support. The notion
that an Internet connection is available
everywhere just does not hold water. Being
tethered to a server in an always-on mode
goes against the notion of the highly mobile
workforce.

A key element of the most appropriate
solutions will be the ability to cut across
departmental silos by pulling in information
from multiple sources, very possibly exter-
nal as well as internal to the corporation.
The impact of these will provide tight link-
age to the current trend of being business

process focused. This is where it gets tricky.
Do you use dashboards from the various
ERP, business intelligence, and operational
vendors you have in-house and try to stitch
them together, or do you go for a common
dashboard technology that you can connect
to the myriad data sources you have in the
organization and deliver a consistent look
and feel across the enterprise?

The last major element of the solution
must support extensive and easy end-user
role-based personalization without constant
programmer intervention.

Conclusion

With technology readily available to aid
in the compliance process, organizations
will now be able to compress reporting
cycles, accelerate budgeting and planning
processes, and gain the ability to capitalize
on business opportunities as they arise. The
potential is endless. @
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tion capabilities in order to foster relationships that lead to more busi-
ness.

An example of the business value of Web services is Amazon.com.
Amazon.com is using Web services to make its system capabilities avail-
able to others who in turn use Amazon to sell products to their mutual
benefit. It’s give to get, and is an argument for companies to look at Web
services not just as a tactical alternative to application integration but as a
strategic initiative. In 2002, Amazon generated about 6.2% of their rev-
enues, or $246 million, by using Web services to become an e-commerce
platform.

Economic Principles

In addition to providing a significant ROI on their own, Web services
boost the ROI of other IT investments by enabling greater reuse across the
organization. Companies no longer need to incur the expense of dupli-
cating functionality that exists elsewhere. And most important, you're
speaking a language that the CEO and CFO understand and appreciate.
Web services moves IT out of the expense category and into a long-term
value proposition.

Is It Just the Latest Dance Craze ?

Every IT investment decision comes with the question of how
long before the technology becomes obsolete. To the chagrin of
CFOs, too many technologies become outdated before they're fully
depreciated. A natural question is whether Web services are a pass-
ing fad or the building blocks for future growth and value. Web
services are not the “end all” for a company’s IT challenges, but they
are an important next step for companies to take. They let compa-
nies leverage existing standards such as HTTP and the Internet, and
lay the groundwork for taking advantage of future standards-based
advances. ©
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Lowering the cost and complexity of developing secure, manageable enterprise-class
Web services with BEA WebLogic Workshop™ and Confluent for BEA

With Confluent for BEA, Web services developed in BEA WebLogic Workshop™ 8.1 are automatically monitored,
managed and secured at development time. Confluent's Control is bundled with WebLogic Workshop 8.1.

<T@ - Real-time monitoring
- g . . . . . . .
No additional coding required, turn on instrumentation for a Web service, view all conversations as they

execute, and drill down to views of individual operations and controls

-
-
-

<@ - Policy specification and enforcement

Define operational policies including security, logging and monitoring for Web services within BEA
WebLogic Workshop 8.1

<> Explicit instrumentation with custom controls
Use Confluent Control to explicitly call operations such as monitoring and security from Web services

BENEFITS:
If you're a Developer—focus on application logic not infrastructure services
If you're an Architect—consistently implement security, change and other operational policies

If you're an Operations Manager—efficiently monitor, manage and evolve increasingly distributed applications

Policy specification
and enforcements

Explicit instrumentation
with custom control
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Real-time monitoring

o® - Download Confluent for BEA at:
- http://www.confluentsoftware.com/solutions/download/beacib.html

For more information on additional Confluent Web services
Confluent Software management solutions, visit: http://www.confluentsoftware.com
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B There has been much debate lately on what exactly WSDL's purpose is, and much of that

debate has focused on whether WSDL is an interface definition language (IDL), or whether WSDL

is better used to specify message-level contracts (without any associated operational semantics).

n this article we present an
argument that dealing with
WSDL as a message-level con-
tract description language is

the right way to go for building -:r

loosely coupled Web services.

Interfaces and Contracts

Before we delve into the
specifics of how WSDL should be
used, we need to understand the
difference between a classic inter-
face and a contract. By under-
standing the different problems
that each solve we can begin to
form a picture of when it is appro-
priate to use one or the other.

Let’s start by briefly recalling
exactly what is meant by an interface.

In an object-oriented view of the world,
applications are composed from objects —
entities that encapsulate state and have a
well-defined, publicly visible interface. The
interface describes the operations or meth-
ods that an object supports and that other
objects can invoke. Each method represents
an action that, when invoked, may or may
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not result in the state of the object
being changed.

o In this object-oriented world, we
assume that a shared understand-
ing of how the interfaces of the
objects are described exists, that
there is a common language for
defining them; that’s the Interface
Definition Language, or IDL. An
IDL provides us with a collection of

primitive abstractions that we can

use to define objects in terms of
their interfaces but also with con-
structs that enable us to create new
abstractions (sometimes called

“classes” or “interfaces”). The collec-

tion of abstractions makes the fype

system, which is shared throughout
our entire object-oriented application. In
fact, the type system characterizes the
application since more than one type sys-
tem cannot coexist (e.g., the type system of

CORBA, DCOM, Java RM], etc.).

An abstraction defines the in-memory
representation of an object. The interface of
an object is the entry point to this in-memo-
ry representation. When building object-ori-

ented systems, it is easier to reason about
objects in terms of their interfaces since we
only need to know how to access the objects
and not their actual layout of the in-memo-
ry representation. Nevertheless, there is
always a conceptual association between an
interface and an in-memory representation
of an object.

In a service-oriented view of the world
functionality is exposed via services that are
entities that can send and receive messages.
Applications are thus composed by combin-
ing services that interact through message
exchanges. To enable services to be interop-
erable, the format of those messages and the
message exchange patterns that make the
service-to-service interactions have to be
agreed on in advance through a contract;
thus we need a language with which to
express such contracts — a Contract
Definition Language, or CDL, as opposed to
an IDL.

Unlike an interface, a contract is about the
information on the wire and not about how
the in-memory representations of objects are
accessed. (Note: Throughout this article, we
leave the details about the concrete binding of
WSDL messages aside and assume that the
XML infoset described by the abstract mes-
sages is honored by any underlying bindings.)
Contracts allow systems to be built from com-
ponents (services) that have well-defined
boundaries (see “References” section) . These
services can be developed and evolve inde-
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pendently since they do not share any
abstractions. No single type system spans
all the components. All that is agreed upon
is the information that is exchanged and not
how to access any in-memory representa-
tion of the objects.

In the Web services arena, a WSDL docu-
ment is the contract that a service advertis-
es to its potential consumers. Since it is
written in XML and (potentially) uses XML
Schema, there is no need for shared
abstractions or interfaces of in-memory
representations.

The big win for this approach is that in
any given system we must decide only upon
what information needs to go onto the wire.
This is a considerably simpler logistical
problem to solve than ensuring that all
components of a distributed application are
able to share a common type system and
that all developers (who may well be work-
ing for different organizations) understand
the operational semantics of the various
types in that system. In short, this makes
developing distributed applications, partic-
ularly those that span organizations, easier
and thus cheaper and more robust.

Web Services Description Language
In WSDL 2.0, the wsdl:portType element
has been renamed to wsdl:interface (this is
true at the time of this writing as per the
November 2003 draft of the WSDL specifica-
tion). Although its name is suggestive, the
wsdl:interface element should not be treat-
ed the same as a Java interface/class, a C++
class, or a C# interface/class. As we argued
earlier, a WSDL document is a contract that
describes message exchanges and not a
description of an interface for an object.

While it is usually a mistake to do so,
consumers of a WSDL document may
choose to use it as if it were an IDL docu-
ment. In fact, many of the current Web
services development tools do just that by
converting WSDL documents to classes with
methods and presenting an object-oriented
view of the world to developers.

The wsdl:interface element should be
seen as a group of message exchanges in
which a Web service is prepared to partici-
pate. It defines the set of interaction pat-
terns that are part of the contract a Web
service advertises and to which it adheres.
The WSDL working group might well have
chosen to name this element wsdl:interac-
tions to better represent its purpose.
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The wsdl:interface element may contain
any number of wsdl:operation elements.
(Note: Renaming the overloaded term wsdl:
operation as wsdl:exchange while keeping
its semantics was discussed by the WSDL
working group, but ultimately rejected.)

Again, these should not be treated like
the methods of a Java/C++/C# interface/
class although once again current tool sup-
port tends to treat them as such. Instead, a

are accessed through the methods avail-
able. It does not matter whether objects
are passed or returned by value or by
reference. There is always the shared
understanding on how these objects are
represented in memory and how they can
be accessed.

Irrespective of different platforms or
programming languages that are used to
build the system, it is always the case that
there are objects that can be accessed
through the defined interface. For example,
when CORBA is used the CORBA type sys-
tem abstracts the use of different imple-
mentation technologies. The CORBA type
system defines the shared abstractions
between all the components of the system
we are building.

Evolving the WSDL document, on the
other hand, does not need to break

existing consumers

wsdl:operation represents the set of messages
that are exchanged as part of one of the sup-
ported interactions. The alternative approach-
es are shown in Listing 1.

It is important to understand that a
message exchange is described in terms of
the information that is on the wire. A WSDL
interface makes no assumption about any
state changes or correlation between mes-
sages, nor does it make any assumptions
about what processing occurs in the ser-
vice’s implementation during a message
exchange. In that sense, a WSDL interface is
far less tightly coupled to its implementing
service than the interface of an object that
is intimately bound with its instances.

Example

To illustrate these issues, we’ll look at a
simple library application built using both
an object and a service-oriented approach.
First, the IDL documents for very simple
library and book objects are shown in
Listing 2.

It is assumed that the in-memory repre-
sentations of the Library and Book objects

A Library Web service advertises the
contract that it expects its consumers to
honor. The contract in Listing 3 defines a
possible interaction with the service and
the formats of the two messages that
make the exchange pattern. The contract
only talks about the on-the-wire represen-
tation of a book and the ISBN. No infor-
mation is given about the way in which
the in-memory representation of the book
and the ISBN are accessed. The Web ser-
vice and its consumer share only the
knowledge of XML and XML Schema and
so their boundaries are respected.
Moreover, when we decide to evolve the
application, we don’t necessarily have to
break existing consumers.

Let’s say we want to get the title from a
Book object. In order to add this new fea-
ture to our application, we will have to
change the IDL (see Listing 4) and recom-
pile the entire application since a shared
abstraction has changed. It will not be
enough to compile only those parts of the
system that use this functionality. The
change in the shared abstraction may
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impact the in-memory representation of
every Book object in the system.

Evolving the WSDL document, on the
other hand, does not need to break existing
consumers. That’s due to the flexibility of
XML Schema and the fact that we do not
share abstractions (see Listing 5). While it’s
true that there will have to be engineering
work to upgrade the service to support the
notion of a book title, this does not break
the application as a whole since no in-
memory representations or references to
such are being passed around - only con-
formant XML messages.

Conclusion

Like XML Schema that can be used as a
document validation mechanism or a meta-
level type system, WSDL is broad enough in
its scope to be (ab)used as something akin
to an object IDL or as a contract description
language. While there are proponents of the
former, the simplicity of the contract view

of WSDL is compelling since it is a natural
fit with the loosely coupled nature of Web
services—based applications.

Though WSDL 2.0 may yet provide the
features necessary to support both views,
we advocate the use of WSDL as a means of
describing message exchanges in which a
Web service participates. We believe that
this approach yields the most loosely cou-
pled system architectures, which are more
robust in the face of changing requirements
than those systems that impose an object-
like view of the world onto a service-orient-
ed application.
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<wsdl :interface ...>
<wsdl : operation ...>

</ wsdl : operation>
</wsdl :interface>
<wsdl :interactions ...>
<wsdl : exchange ...>

</ wsdl : exchange>
</wsdl :interactions>

Listing 2: Library and Book IDL documents
interface Library

Book

interface Book
{
string getl SBN();
string getAuthor();
}

Listing 3: Library service WSDL

<wsdl : types>
<xsd: el ement name="isbnMsg"
<xsd: el ement name="bookMsg">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent
<xsd: el ement
</ xsd: sequence>

name="isbn"
name="aut hor"

Listing 1: WSDL 2.0 element names and the alternatives that were discussed

borrowBook(in string isbn);

type="xsd:string"/>

type="xsd:string"/>
type="xsd:string"/>

</wsdl :interface>

interface Library

Book
}

interface Book

<wsdl : types>
<xsd: el enent

<xsd: el ement

m nCOccurs="0"/>

</ xsd: el enent >
</ wsdl : types>

</ wsdl : operati on>

Listing 4: Evolution of the Library and Book IDL documents

borrowBook(in string isbn);

string getl SBN();
string getAuthor();
string getTitle();

Listing 5: Evolution of the Library service WSDL

name="i shnMsg"

name="bookMsg" >

<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement
<xsd: el ement
<xsd: el ement

</ xsd: sequence>
</ xsd: conpl exType>

<wsdl :interface name="Librarylnterface">

type="xsd:string"/>

name="isbn"
name="aut hor"
nanme="title"

type="xsd:string"/>
type="xsd:string"/>
type="xsd: string"

</ xsd: conpl exType>
</ xsd: el enent >
</wsdl :types>

<wsdl :interface name="Librarylnterface">
<wsdl : operati on name="borrowBook">
<wsdl : i nput message="isbnMsg"/>
<wsdl : out put message="bookMsg"/>

<wsdl : operati on name="borrowBook" >
<wsdl : i nput nessage="isbnMsg"/>
<wsdl : out put message="bookMsg"/ >
</ wsdl : operati on>

</wsdl :interface>
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wsJ: PRODUCT REVIEW

Workstation Server Enterprise
and Developer Editions from

General Interface

B As Web services become more prevalent in the application tier and Web application

sophistication increases, alternative approaches to the traditional Web tier are being developed.

The Workstation Server product suite by General Interface provides a refreshing standards-based

alternative for creating rich browser-based, event-driven interfaces to Web services (in IE 5.5+

and similar browsers).

he resulting applications

look, feel, and perform like

thick-client software

(except there’s nothing for
the end user to install) by leverag-
ing JavaScript Objects, XML, XSL,
DHTML, and Web services. For
this review, we will investigate the
product suite components along
with some patterns of use.

Product Overview

The General Interface Workstation
Server suite consists of two components.
The core component is the Workstation
Server, a fast, lightweight (less than 100K
compressed!), client-side container (writ-
ten in JavaScript) for deploying and execut-
ing rich two-way Web applications in a
browser. The development paradigm within
the Workstation Server is based on a
Model-View-Controller (MVC) architecture.
The model is maintained in properties of
JavaScript objects and a client-side XML
data cache; the view is rendered via client-
side generation of JavaScript, DHTML, and
XSL (from the GUI objects); and the con-
troller is the collection of event, data, and
communication components implemented
in JavaScript object classes.

The container provides, among other
things, facilities for accessing Web services
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(via the “socket” metaphor), caching
data (the cache is used for quick
access to stateful application data),
rendering GUI objects, and event
dispatching.

Workstation Server sockets
abstract interactions with the server
by providing a uniform invocation
mechanism for different request
types (e.g., SOAP, XML GET, HTTP
FORM POST, etc.). Sockets encapsulate the
communication semantics, query parame-
ter binding, and result-data interaction
with the cache. Also, sockets allow for dis-
connected operations by either relying on
cached data or using a specified XML docu-
ment (e.g., to support cases when the Web
service that the socket will ultimately com-
municate is being developed). The XML
data, typically returned by sockets, is
placed in the client-side data cache where
it can be accessed by all aspects of the
application.

Workstation Server applications are
stateful and do not require an application
server to repeatedly generate redundant
HTML pages and deliver those to the
browser. State is maintained on the client
via instance variables and cached XML
documents. A rich API is available to man-
age this cache but is beyond the scope of
this article.

The Workstation Server includes a set of
standard GUI objects (ListView, TreeView,
ContextMenu, etc.). These are JavaScript
objects (with their instance data stored in
XML documents) that generate the appro-
priate DHTML code at runtime, and may
be manipulated at runtime via a robust
object-oriented API. An object inheritance
framework allows the GUI object set to eas-
ily be extended to create new objects and
subclasses of your own. The GUI objects
support several nontrivial features, includ-
ing drag/drop functionality, with some
objects that have the ability to be bound to
a socket directly. To wire an individual
event handler to a control, the JavaScript
code is assigned to the desired event in the
properties editor for the control. Because
JavaScript is the foundation of the tool, it
can be entered almost anywhere (e.g.,
JavaScript can be entered directly into
some properties along with HTML).

Building on the power of General
Interface’s object inheritance framework,
the Workstation Server includes an object-
oriented JavaScript API for managing
instances of in-browser objects created by
the Workstation Server. Object-minded
programmers will appreciate the familiar
feel of the APIs that enable high-level and
low-level access to the object properties
and methods.

The other Workstation Server suite com-

Company Info
General Interface Corp.
212 Sutter Street

Fourth Floor

San Francisco, CA 94108
www.geninterface.com
Phone: (415) 394-6150
Fax: (415) 394-6151

Sales: info@geninterface.com

Download Information
A free trial of the General Interface Workstation Server

is available at www.geninterface.com/eval
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ponent, available in the Developer Edition,
is a lightweight IDE used to develop the Ul
and integrate the application components.
Using the IDE, a developer can lay out Uls,
create new GUI Objects, assemble applica-
tions and connect them to XML/Web serv-
ices. The IDE provides a JavaScript editor,
XML/XSL editors, a JavaScript debugger,
several wizards, inspectors (e.g., a GUI
Object HTML viewer to inspect the ren-
dered HTML) and a socket wizard. This
wizard includes an integrated WSDL
inspector that auto-creates the SOAP
input structure.

It is important to note that while all
development could be done without using
the developer edition and leveraging the
Workstation Server’s extensive API, hitting
“CTRL-J” while running an application
from the Developer Edition will bring the
application up in the IDE, allowing you to
view and modify the instance data, and
even the currently executed code (see
Figure 1). This enables you to perform on-
the-fly debugging and incrementally build
applications with changes being immedi-
ately reflected in the application.

Installation and Application
Deployment

Installing the Workstation Server is as
simple as unzipping the software and plac-
ing the contents into a directory of your

=l = | [

Mddress Book =

choice. The Workstation Server and the
applications developed can be served from
any industry-standard HTTP server, but a
Web server is not required as applications
can be run directly from the disk.

Developing Using
the IDE and Wizard

Developing an application typically
involves developing the U, accessing the
application tier using the socket wizard,
and integrating the two using JavaScript or
XSL/XSLT. (Note: The first two steps can be
performed in any order.) For example, I've
created a simple Web service that allows
you to obtain weather information for a
given zip code. This weather information
would then be displayed on the contact
screen (see Figure 1) via an additional text
box when the “Get Weather” button is
clicked.

To add this functionality, a “Get weath-
er” button, a text box (to display the
result), and a hidden blockX component
(used to communicate with the Web ser-
vice) were added to the screen. The socket
wizard for the blockX was then invoked,
which streamlined the creation of the SOAP
message to be sent to the server. The wiz-
ard also allowed me to define where to
cache the result data and use some
JavaScript to access the value in the zip
code text box.
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Contact application after keying ‘CTRL-J to access the IDE
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Afterwards, an XSLT file was created to
extract and format the information. This
XSL file and a reference to the XML docu-
ment (created when the blockX object is
refreshed) were then assigned to the text
box using the property editor. Finally, the
JavaScript code to refresh the blockX object
was placed in the “onClick” event for the
“Get weather” button to complete the loop
(see Figure 2).

Summary

The Workstation Server Enterprise and
Developer Editions from General Interface
allow the creation of enhanced user inter-
faces for Web-based applications, which
enables richer user interaction akin to that
experienced with desktop applications.

The IDE and API take a little getting used
to and are geared towards more seasoned
object-oriented developers with some
XML/XSL know-how. However, the rewards
are worth the effort. For rich Internet
Explorer-based applications, the General
Interface Workstation Server Enterprise
suite is an attractive alternative. @
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Contact application with weather information
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wsJ: MANAGEMENT

Design Strategies
for Weh Services

ersioning

Adapting to the needs of the husiness

B Application versioning has always been a challenge for the developer community. With the

introduction of Web services, this issue becomes even more difficult as developers are dealing

with a more distributed set of components that aren’t necessarily under their control.

robust versioning strate-
gy is needed to support
multiple versions of Web
services in develop-
ment. This can allow for upgrades
and improvements to be made to a
Web service, while continuously
supporting previously released ver-
sions. The right versioning strategy
can maximize code reuse and pro-
vide a more manageable approach
to the naming, deployment, and
maintenance of your Web services.
The issue of versioning is a
complicated one, and this article
does not attempt to answer every
question surrounding the version-
ing of XML and Web services.
However, there are some key
approaches and design practices that have
been helpful in our development that we
will share with you here. The approach we
will take is to start at the component level
(XML Schemas) and work up to higher ser-
vice-level abstractions, including facades
and service-oriented (SOA)-based architec-
tures. Along the way, we hope to impart
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some important best practices that
can be applied to incorporate ver-
sioning techniques at various levels
of the design.

Let’s begin by looking at the
importance of XML Schemas...

The Importance of XML
Schemas in Versioning
Versioning for Web services

should first consider how the XML
Schemas being used are versioned.
A number of approaches can be
taken to version XML Schemas,
including using a schema version
attribute, changing the physical
location of the schema, and lever-

XML Namespaces provide a
scoping mechanism for XML, where ele-
ments defined in that namespace can be
uniquely identified. Namespaces are typi-
cally used to reduce name collisions
between schemas, but they can also be used
as a version control mechanism. Here’s a
simple example showing how Namespaces
can be used for versioning:

<xsd: schema target Nanespace=
http://ww. acre. conl types/ pcconfig/vl

A Web service referencing a versioned
schema would be required to have knowl-
edge of the version because it is built
intothe targetNamespace. The benefit of
this approach is that once the targetName-
space is updated, any clients that refer-
ence it are required to do something. This
automatically enforces a level of version
control, requiring some action on the
client’s part.

The downside of this approach is that
any incremental change would require the
client to also change. Clearly, a noncompat-
ible change such as removing a WSDL oper-
ation being used by the client requires
client modification. But, a change such as
adding an optional attribute to the schema
would still be compatible with the existing
code. One key question that must be
addressed in your design is: What changes
should constitute a new Web services ver-
sion? If you take the approach that any
change results in a new Namespace, this
will place a great burden on the developers
using the schemas.

One proposed hybrid solution is to use a
combination of Namespace and version IDs.
The targetNamespace would only be updat-
ed for non-compatible changes. For any
incremental, compatible change, the ver-
sion ID attribute could be used to identify
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the new revision. The following approach
can significantly reduce the amount of
maintenance required by the developer
when new versions of a Web service are
released.

<xs:schenma xnl ns=

http://ww. acnme. conl types/ pcconfig/vl
t ar get Nanespace=

http://ww. acne. coni types/ pcconfig/vl
version="1.2">

Version compatibility can be a very dif-
ficult thing to determine. Without any
robust development tools available for
this, it is the responsibility of the develop-
ment team to determine whether a new
release maintains compatibility. In this
section, we've presented a number of
approaches to versioning XML Schemas. If
you're considering versioning at this level
of your architecture, we would recommend
use of XML Namespaces in a limited
capacity to indicate major version
upgrades to the XML But, it is a good
practice to fully test your services to
verify version compatibility.

Naming Conventions for Versioning

Having a name for each release of a Web
service is essential for simplifying the man-
agement of the releases. The naming strate-
gy should facilitate recognition of multiple
versions of a Web service, including both
existing and new interfaces. Different strate-
gies can be implemented here, including
using a sequential naming strategy or date
stamps.

When you are sequentially naming your
version you can use a convention of
“vMajor#.Minor#/SERVICE_NAME, where
Major# is the major version release and
Minor# is the minor number release. A
major release would most likely require a
change in the client code to use the new
version, while a minor release would
attempt to maintain backward compatabil-
ity with the client. A minor version could
constitute a modification to a Web service
that would impact the internal system
only.

The standard method name for a Web
service has “_v#_#" appended to the end
of its name. Thus, for the
getProductCatalog service we might
define the operation as
“getProductCatalog v1_1". Or, if you are
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applying this to XML namespaces, it might
look like:

<xsd: schenma t ar get Nanespace=
http://ww. acne. conl types/ pcconfig/vl/ 1l

Another way of naming versions is to use
date stamps as part of the namespace. The
date helps to determine the sequencing of
the version. This naming convention does
not show a major or minor release. Here’s
how this might look in our definition of the
schema:

<xsd: schema target Nanespace=

A simplified Change Order request

Faas Pyl

‘Fejwial
VR

Facade pattern implementation

SOA model

http://ww. acnme. com 2004/ 03/ 01/ pcconfi g

The important thing to remember is
that there isn't one best solution in how you
name the versions. Your approach will
depend on the deployment strategy you use
and the specific requirements your clients
might have to distinguish versions and
maintain compatibility.

It should also be apparent that these
techniques can become very unmanageable
if you have to apply them to every compo-
nent in your design.

To address this, let’s turn to a few important
design practices for building more coarse-
grained services with design patterns and
service-oriented architectures.

Using Web Services Facades

As organizations build, deploy, and
orchestrate Web services, it becomes appar-
ent that a higher level of versioning and
management is required. You must begin
thinking about services from a business
level, rather than from the technical inter-
faces being exposed. However, many organi-
zations investigating Web services are still
looking at them as extensions to object-ori-
ented paradigms. They make the mistake of
taking their existing objects and exposing
them directly with a Web services interface.
This will most likely deliver Web services
that are fine grained and difficult to use. It
can also make it difficult to incorporate a
consistent approach to Web services ver-
sioning.

Instead, think from the perspective of the
WSDL first, and map to a back-end imple-
mentation later. This approach provides a
more loosely coupled architecture, minimiz-
ing dependencies on specific implementa-
tions. You should also look to design patterns,
such as the Web Services Facade, to assist in
the creation of coarse-grained components.
This pattern takes the complexity out of the
interfaces being exposed. Rather than having
multiple interface points to a collection of
services, composite Web services can be
designed with simpler, well-understood busi-
ness interfaces.

As Figure 1 illustrates, the facade can be
used to simplify the steps required to place
a Change Order request. While this picture
shows the facade being used from the per-
spective of the provider, a consumer of
could also design facades to simplify access
to services.
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The use of this pattern can offer a num-
ber of benefits, including minimizing the
level of coupling between consumer and
service, creating a control point for managea-
bility, and improving overall performance by
reducing the number of network calls. The
facade pattern can also provide a framework
for managing the inherent complexity of sup-
porting multiple Web services versions
simultaneously.

One implementation of this pattern, shown
in Figure 2, creates levels of abstraction by sepa-
rating the code into three distinct tiers of class-
es: request handler classes, facade business flow
classes, and business object classes.

The managing class, the session facade
class, is responsible for chaining the smaller
business object classes together. Each busi-
ness object class contains a subunit of pro-
cessing logic, and chaining of all these busi-
ness object classes provides the core business
logic. Each session facade class by itself con-
tains no processing logic, but by concatenat-
ing business objects together it implements
the desired business logic.

plifying the client interfaces and maximizing
reuse. Designing facades at the implementation
level can help, but it still requires a significant
change to the underlying infrastructure at vari-
ous levels that someone has to deal with. What's
truly needed is an SOA-based platform that can
assist in the management of the entire life cycle
of Web services.

An SOA-based approach offers software
components as a collection of distributed busi-
ness services. A business service plays the role of
a single entity that represents a business appli-
cation, and may include multiple IT resources,
platforms, and components. The model, simpli-
fied in Figure 3, separates the roles of consumer,
provider, and registry. A provider registers avail-
able services in a registry that the consumer can
later discover and invoke. Consumers aren’t
directly aware of a specific service endpoint or
the implementation details. The SOA provides a
greater degree of separation between the
provider and consumer, and as changes are
made to a service, the SOA can help minimize
the impact on the consumer.

An SOA typically requires some type of

Life-cycle management Is much

more than just managing the deployment

of Web services

This architecture decouples processes from
each other, allowing reuse of components. It
also helps in managing the complexity of Web
services as business requirements change in dif-
ferent versions of the service. Processes lever-
aged to execute business requirements are
abstracted into individual pieces of software
code that one managing class chains together to
execute in sequence. By chaining these pieces of
code together, required business processes are
implemented to adhere to a specific business
process flow. Thus, by building multiple manag-
ing classes, different business flows can be
implemented and maintained simultaneously.

Importance of
Service-Oriented Architectures

The design of coarse-grained services is an
important aspect of a versioning strategy, sim-
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framework or platform that can act as an inter-
mediary between providers and consumers.
Without this intermediary in place, consumers
would have to build a more tightly coupled inte-
gration with a service endpoint. This intermedi-
ary could be implemented as a proxy, a gateway,
or a broker, handling issues such as security,
routing, SLA management, and life-cycle
management.

The life-cycle management features offered
by the platform are key to our discussion of ver-
sioning. Some Web services and SOA manage-
ment platforms on the market today offer sup-
port for life-cycle management. This might
include:

* The ability to handle multiple versions of a
service at the same time

» Deprecating or retiring services in a graceful
manner

* Routing requests to the appropriate service
endpoint based on a request

¢ Transforming requests and responses to
maintain backward compatibility (e.g., using
XSLT)

¢ Automated deployment of new versions with-
out requiring system shutdown

¢ Managing dependencies that exist between
different Web services

Life-cycle management is also much more
than just managing the deployment of Web
services. From the perspective of a business
service, life-cycle management might include
many platforms, application servers, and data-
base instances. To truly manage this level of a
service, you must consider how all dependent
application components and infrastructure ele-
ments are deployed and managed.

Let’s look at an example showing a common
versioning problem. In Figure 4, a provider has
offered an initial version of a Web service, V1.0.
The platform would automatically route
requests for this service to an appropriate
service endpoint. Routing could be determined
based on information placed in a UDDI registry,
or the underlying management model could
manage this (e.g., through WSDM interfaces).

At some point, a second version of the
service is deployed that maintains backward
compatibility. Within the SOA, the new service is
identified as supporting both the original busi-
ness service and the new business service.
Requests made for the original business service
could be brokered to either service endpoint.
Consumers wishing to access the new function-
ality would have to make the appropriate pro-
grammatic changes.

This approach to versioning allows an IT
organization to better adapt to changes required
by the business. Multiple versions of a service
can be maintained simultaneously without
impact to the consumer. Old versions can be
retired gracefully, and consumers can upgrade
on their own time, rather than being forced to
when new versions are released.

Deployment Considerations

Even with a solid design and robust architec-
ture for versioning, there is still a human factor
that must be considered in this process.
Understanding the versioning life cycle will help
you to implement new versions and deprecate
the older versions effectively. The first step in this
process is to put a solid plan together describing
the life cycle of Web services being supported.
This plan might include the following steps:
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. Determine how often versions are to be
released. When considering frequency, you
should consider how many versions of the
Web service you want to support in parallel.

2. Understand the timeframe within which
you expect consumers to move to a new ver-
sion of a service. The Web services manage-
ment platform may be able to provide guid-
ance on service usage to determine the
appropriate time to phase out older ver-
sions.

3. Consider releasing a pilot or an early
release of a new version. Give consumers an
opportunity to test compatibility and deter-
mine potential code impacts.

4. Approach Web services versioning the same
way software packages might be released.
Changes to your service, either as a result of
bug fixes, partner requests, or specification
upgrades, should follow a specific release
cycle.

5. Clearly communicate your Web services ver-

sioning strategy to users of your Web serv-

ice.

Once the versioning strategy is laid out for
each release you should then consider the fol-
lowing steps:

1. After making the appropriate changes to
your services, do unit and functional testing
of the service.

2. Deploy the new service through appropri-
ate schema, WSDL, and service changes.
This step might include registration to a
UDDI registry or the Web services platform.

3. Notify the consumers of your new service
and pilot the new versions with one of your
consumers.

4. Run the new and old versions in parallel for
the timeframe you have allocated in your
versioning plan.

5. Notify the consumers of your service of the
date you expect to deprecate old versions.

6. Remove old versions from WSDL descrip-
tions and UDDI registries to prevent new
consumers from discovering and using the
older versions.

7. Remove functionality of the old service, and
add in appropriate functionality so existing
consumers are properly notified (e.g.,
through a SOAP fault) that the old version is
no longer supported.

One approach to deployment is shown in
Figure 5. The calendar is shown in quarters of
a company’s financial calendar. The new ver-
sion can be introduced at the beginning of a
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quarter (e.g., Q1 of 2003). It is valid for four
quarters and then is sunset at the beginning
of Q1 of 2004. In this case, the consumer of
the service could be given six months to con-
vert to the new version. You can also have
minor versions released in between the major
versions. These minor releases can then be
folded into the Web service version 2.0 when it
is released.

Conclusion

This article has presented a number of con-
siderations when versioning Web services.
Whether it's developing a versioning approach for
schemas or building a full-scale versioning sys-
tem using an SOA approach, there are a couple of
key points that we would like to leave you with.

First, we hope it's obvious that versioning can
become a nightmare as you deploy more and
more versions of your service, especially if the
service is being offered to different consumers.
The goal of your design should be to build
reusable components that can be leveraged and
reused across the versions being managed. In the
long run, this will reduce maintenance and
deployment costs.

Second, don't underestimate the impact these
changes might have on the consumer. While the
design you introduce might reduce your develop-
ment costs, you must also consider how these
changes impact the end consumer. Service com-
patibility is key to this, and if new services main-
tain backward compatibility, consumers wishing
to use the existing functionality shouldn't be
required to change. The architecture should pro-
vide an easy migration and upgrade path for
them.

Third, you want to strive to isolate the techni-
cal implementation and provide a clear separa-
tion between the consumer and provider. This
might be implemented using design patterns
such as the Facade, or it could require an SOA-
based approach. Either way, the notion of coarse-
grained business services offers a more loosely
coupled architecture where consumers and
providers can change without impacting the
other party.

The last piece of advice we could offer is to
not attempt to build the entire versioning infra-
structure yourself. If you look at the requirements
for manageability, they include a wide range of
features such as routing, transformation, version-
ing, and security. Leveraging a vendor offering,
especially one that provides a service-oriented
approach IT management, can go a long way
toward offering an architecture that can truly
adapt to the changing needs of the business.
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Sarbanes-0xley
and Web Services

B This article makes the case that Web services provide a significant benefit to Sarbanes-Oxley

compliance projects, and that they will therefore be used extensively on these projects. We begin

with a very brief primer on the Sarbanes-Oxley Act, then describe the connection between SOX

and Web services, including an outline of how most Sarbanes-Oxley projects are conducted, and

where Web services fit in. Finally, | offer some specific actions you can take today to get yourself

ready for Sarbanes-Oxley.

A Sarbanes-0xley Primer
The Sarbanes-Oxley Act of 2002,
which applies to all companies

traded on U.S. stock exchanges,

was enacted into law in response to

financial scandals such as Enron,

MCI, and others. The law puts into

place tough requirements and

penalties to ensure that companies’

financial statements accurately

represent their business position.
There are numerous sections in the

Sarbanes-Oxley Act. However, the three that

concern us here are Sections 302, 404, and

409. As shown in Figure 1, these are succes-

sively steeper hurdles that are being phased

in over time.

* Section 302 states that CEOs and CFOs
must personally sign off on their compa-
nies’ financial statements. Few specific
controls are required by Section 302. The
point of it is to establish CEO/CFO
accountability for the rest of the Act’s
sections, with the possibility of prison for
noncompliance.

* Section 404 mandates that well-defined
and documented processes and controls
be in place for all aspects of company
operations that affect financial reports.
Furthermore, executive management and
a company’s auditors must each state in
writing that these processes and controls
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have been examined and are effec-
tive. Any findings of ineffectiveness
must be publicly disclosed. For
companies whose net worth
exceeds $75 million, this rule goes
into effect beginning with fiscal
years ending June 2004. In other
words, right now.
¢ Section 409, which is not yet in
force, will soon require real-time
public disclosure of all events
that could materially affect com-
pany financial performance. To
comply with this rule, compa-
nies will first have to recognize
in real-time that significant
events have taken place (e.g., a
cash-flow problem), and then
get that information into a pub-
lic reporting system.

Sarbanes-Oxley and Web Services

At first glance, the connection between
Web services and Sarbanes-Oxley is not
obvious. After all, what do Web services
have to do with financial reporting? Indeed,
most of today’s Sarbanes-Oxley compliance
projects are being run by finance depart-
ments, with little or no IT involvement.

But recall that Section 404 dictates that
controls be in place for all material impacts
to financial statements. In other words,

every significant business transaction —
most of which span multiple corporate sys-
tems — must be modeled and inspected for
risk; if risks are found, they must be mitigat-
ed. Furthermore, Section 409 requires real-
time recognition and disclosure of material
events. How will these requirements be met?
As Figure 2 implies, most public compa-
nies are large, distributed organizations,
with diverse systems that have been built up
independently over time. To bring informa-
tion from these systems together, such as
for producing financial reports, multiple
strategies are generally used, often includ-
ing point-to-point connections and manual
systems. For example, a distribution center
in Ohio might send a file or a set of transac-
tions to a headquarters accounting system
in Dallas. Or spreadsheet summarizations
might be used to consolidate output from
multiple plants. Even pencil-and-paper
manual controls are common.
These point-to-point and manual sys-
tems often get the job done, but they are not
up to the requirements of Sarbanes-Oxley.
They can expose an organization to prob-
lems such as:
¢ Inconsistent policy and control imple-
mentations

* Rekeying errors across multiple systems

¢ Omitted or double-posted transactions
due to failed processes

¢ Inconsistent or nonobjective manual
reviews and approvals

¢ Lack of reconciliation between uninte-
grated systems

¢ Unusual events not flagged for follow-up

In a nutshell, these point-to-point and
manual controls (a) fail to document the
specific links between systems; (b) do not
enforce controls with enough rigor; and (c)
can be extremely error prone.

The simple truth is that most corpora-
tions cannot achieve the requirements
imposed by Sarbanes-Oxley without a strat-
egy for automating the integration of the
diverse business processes and systems
throughout the enterprise. Web services and
other integration technologies can be that
link, providing the capability to establish
control and documentation, reduce risk and
error potential, and lower control costs.

Sarbanes-Oxley is often viewed as a bur-
densome business regulation that provides
little or no business value. Consider, howev-
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er, a different view: Sarbanes-Oxley compliance
efforts can transform an enterprise into one that
ties together every person, computer system,
and business process; one that routes informa-
tion to and from the right people, in the right
places, at the right times. In other words, the
Sarbanes-Oxley Act can be seen as a compelling
event that provides the impetus to accelerate
business responsiveness, streamline supply
chains, and enable better decisions. If this isn’t a
job for integration and Web services, what is?

IT and Sarbanes-Oxley

If Web services are so important to Sarbanes-
Oxley compliance efforts, why aren't we seeing
them (and other integration technologies) in
more of today’s compliance projects? Indeed,
most of today’s Sarbanes-Oxley compliance work
is being driven by finance organizations, compa-
ny auditors, or both. IT is rarely involved, except
to execute the plans created by Finance/Audit.
The reason for this conspicuous absence is
twofold.

The first reason is simply a deadline issue.
For most companies, Section 404 requirements
must be met in the current fiscal year, and exec-
utives face jail time if their firms are found out of
compliance. This means that finance organiza-
tions are scrambling just to get their systems
documented and to plug the biggest risk areas,
usually with manual fixes. Prison is a powerful
motivator for getting a job done, even if the solu-
tion is not particularly elegant on the first round.

A second reason that IT is not yet involved in
many Sarbanes-Oxley projects is that these proj-
ects tend to follow a natural progression of three
phases, and the value of integration and Web
services is not evident until the third one. In
other words, many companies simply haven't
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Sarbanes-Oxley compliance hurdles
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gotten around to the point where Web services

are needed. The three phases common to most

Sarbanes-Oxley compliance projects are:

1. Assess and prioritize subject areas: Financial
statements are reviewed to identify line items
at risk for fraud or error. These items become
candidates for immediate evaluation and,
where necessary, remediation. For example,
salaries might be deemed a low-risk item
since they are tightly controlled by a small
group of people. Revenue recognition, on the
other hand, might be deemed high risk
because of loosely defined recognition proce-
dures. This phase is really about analysis and
prioritization.

2. Document and evaluate business processes:
The business processes deemed most critical
in phase 1 are documented and then evaluat-
ed for fraud and error potential. Several tech-
nology-based solutions are available to enable
companies to graphically model these
processes and to use these models to evaluate
missing or inadequate control points. But this
phase is still mostly financial analysis.

3. Remediate and improve control systems: As
control weaknesses are discovered in business
processes, system changes and/or automation
are added. This is where Web services come in.

What Do Web Services
Bring to the Table?

As projects enter this third phase, Web servic-
es and other integration technologies become
key implementation enablers. Using Web servic-
es, for example, manually prepared spreadsheet
summarizations can be eliminated in favor of
direct system-to-system communication, yield-
ing tightly controlled audit trails for Section 404
compliance. Similarly, real-time alerts can be

iiw] & bimbeE

]

#  ecEes dEW

CLahr bl B! I vl

Eatanded Entar

o

T Ao D e Lanianirm

defined via Web services to recognize and report

on unusual events, to comply with Section 409.

All told, Web services address three of the most

important business drivers in Sarbanes-Oxley

compliance projects:

¢ Control enforcement: Automated control of
both computer-driven and people-based sys-
tems is far more effective than written proce-
dures, since such controls cannot easily be
subverted. For example, in the event of a cred-
it risk override, a real-time alert sent to the risk
management staff can prevent a poor decision
from becoming a business disaster.

* Real-time reporting: The real time reporting
requirements of Section 409 are coming soon,
and businesses must have automation in
place to handle them. For example, Section
409 will require real-time public disclosure of
material events such as significant write-
downs or bad debt recognition. Automated
alerts provided by Web services can ensure
that such events are communicated immedi-
ately to the appropriate executives.

* Cost reduction: Initial Sarbanes-Oxley compli-
ance costs may be high simply because many
of the controls put in place will be manual or
one-off efforts. To reduce these costs, IT
organizations will need to drive these controls
into automated enterprise-class systems. For
example, the cost of evaluating customer
credit risk can be reduced by integrating
credit history and external credit checks
into the order processing system.

Actions to Take Today

If you are involved in Web services devel-
opment at a public corporation, be assured
that Sarbanes-Oxley is a force headed in
your direction. Within the next year, many
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of your company’s systems will need to be tied

together in new ways, and Web services can

be a critical architectural enabler. Be ready for
these changes. Following are a few ideas for
actions you can take today.

1. Get involved: Learn about the Sarbanes-
Oxley efforts in your organization. Identify
the people in your finance organization
working on Sarbanes-Oxley (they are there,
I promise), explain how IT will be impor-
tant to them in the near future, and ask to
get involved proactively.

2. Service-oriented architectures: Build your
systems with a service-oriented architec-
ture to maximize flexibility and adaptability.
When the Sarbanes-Oxley projects come
your way, you'll be ready.

3. Build-in auditability: Remember that
Section 404 doesn’t just demand integra-
tion; it requires controls over that integra-
tion. Controls generally translate to
auditability: the ability to know exactly
what happened, along with when and
why. Build these capabilities into your
systems today.
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4. Tools: There are many solutions on the
market today that claim to help with your
Sarbanes-Oxley efforts. For the most part,
they are designed for phases 1 and 2, which
are primarily carried out by finance organi-
zations. The tools that will be most helpful
to you in implementing phase 3 (remediate
and improve control systems) are Web serv-
ices infrastructure and integration tools.
Look for standards-based tool sets that are
staying on the leading edge of Web services
technologies.

5. Choose your partners carefully: Chances
are, your systems integrators and auditors
have already been chosen by your finance
organization. Choosing your technology
partners, however, will probably fall to you.
Be sure that your provider is a public com-
pany, itself subject to the Sarbanes-Oxley
Act. It should understand Sarbanes-Oxley
“personally.” It should also possess an
unblemished track record of conservative
financial practices without pending share-
holder or other lawsuits, and should have
pre-existing partnerships with your

Sarbanes-Oxley advisors (e.g., auditors and
systems integrators).

Final Thought

It’s important to recognize that compli-
ance with Sarbanes-Oxley is not a one-time
event or project. This is a process that will be
ongoing for many years to come. Sarbanes-
Oxley compliance is here to stay, and it will
impact every major system in every public
corporation for the foreseeable future.

It’s sort of like Y2K, only this time there is
no end in sight. @
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A Web Services
Value Proposition

B Even if you work for a great company, if it isn't a technology company it will mean that no mat-

ter how cool, obvious, or forward thinking technological advances are, you will always have to be

able to translate their benefits into real business dollars and sense.

eb services "W business ideas to senior manage-
presents one of % ment. In this article I'll go over the
the simplest and i L ‘1 models I have built to help translate

most innovative
technologies I have come across.
Its potential looks amazing and it \
offers little down side that I can F g
see. It makes sense to adopt it as a
systems integration platform of
choice because it represents two
things that our business is interested in:
¢ Cost savings
o Agility

I'm going to talk about Web services as an
integration technology, generally focusing on
using it to pull legacy systems into a service-ori-
ented architecture model. As I have gone
through this journey, I can recommend dozens
of things that you should have an understanding
of if you are looking to adopt Web services for
integration use; however, there are three things
that I think are at the top of the list:

1 Have a value proposition: Be able to show
how the Web services integration archi-
tecture saves money in your company.

2. Have a plan for all of your systems, not
Jjust the new ones: Including legacy sys-
tems in your Web service architecture has
many benefits.

3. Know what your strategy is going to be for
data before you make any other deci-
sions. This strategy will have substantial
impacts on your design and scope.

I want to share what I believe to be a
sound way of presenting these important
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the obvious technology benefit of
Web services into language that
works to cover the business costs of
putting them in place. After that, I'll
talk a little bit about how to get cre-
ative so you can use Web services for
older legacy systems that needed to
be included in a service-oriented architec-
ture. Finally, I'll touch on some enterprise-
wide data integration basics to get you
thinking about a strategy.

The Problem Statement

Many companies today have a lot of different
technologies, and a substantial part of there
enterprise data in legacy systems. The industry is
evolving, slowly, into more modern commercial-
off-the-shelf (COTS) packages. Companies that
are all COTS based I call an Application Oriented
Architecture. This may have been the grand
industry vision at one point, but somewhere
along the way the vision changed (or was incom-
plete to start with), and has left many with new
and legacy systems that do kind of the same
thing. This creates a lot of integration needs to
give the business a complete view of their lines of
business.

Systems need data and we have to come up
with cost-effective solutions for a blend of tech-
nologies. Additionally, we have to justify the cost
of these solutions against a preestablished busi-
ness benefit that has only moderate tangible
(save money now) benefits, but an overwhelming
set of elusive (save money later) benefits.

So as technologists our problem is twofold:
find a set of integration technologies that
offered a fit for a very wide array of systems,
and describe the tangible benefits in a way
that can be measured against existing finan-
cial cost expectations.

A service-oriented architecture (SOA)
using Web services makes a lot of technical
sense. It makes good business sense too.
Since we are sitting somewhere between no
architecture and an application-oriented
architecture, the SOA model is the most effi-
cient model to tie it all together. I think the
SOA is the most complete vision of business
application technology today.

Adopting a strategy to move to an
SOA allows you to focus on the elements of
business technology that matter most to
the business.

A foundational model for maturing the
enterprise integration architecture is:
Connect % Integrate 1 Optimze

One danger we have faced over the past
couple of years is that the tactics used to
connect systems, without a vision for an
optimized environment, lead to point-to-
point madness. Systems cannot be integrat-
ed, only connected, and reuse or other opti-
mization is not possible.

A service-oriented architecture promises
to speed development time and reduce inte-
gration costs. But for this to happen the
services must be understood and imple-
mented correctly. They must be understood
from an enterprise perspective and organ-
ized so they can be reused. This is where the
big payoff comes, as I'll talk about later. If
planned properly, Web services for integra-
tion can be a very good answer indeed.

Now, how do we wrap this into language
that can be used to communicate to a fast-
moving, bottom line business?

Have a Value Proposition

Okay, I have the technology solution;
how do I justify that this is a better business
choice then a different architecture?

I've done a considerable amount of
research analyzing how people spend their
time on projects. Sometimes this can be a
little bit of a challenge day to day, but it pro-
vided me with data I could analyze and
determine how much on average current
integration implementations were costing.

www.wsj2.com
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For simplicity’s sake let's assume you have
the standard supply of FTP's, point to point,
ETL's, users performing multiple entries,
screen scrapping, and message queuing. If
your inventory turns up similar to mine. You
should now able to reduce your costs down
to a quantifiable value that can be scaled by
the number of touch points there are
between systems across the enterprise.

I call this the Consumed Integration
Point (CIP) Index. I use this term to identify
points where an application will need to
connect to or integrate with other applica-
tions to share data or processing. The CIP
Index is calculated by counting the number
of data consumption needs, per application,
for data outside of the applications domain.

This index can then be tracked histori-
cally and trended forward over time.

ness reason to look into Web services. The
model below assumes that you have multi-
ple ways of moving data that you will con-
solidate; that you can collapse five CIPs into
three per; and is for the build and test phas-
es of your SDLC only. The model becomes
more accurate with more CIPs.

Cost Savings = Current Build Costs —

I nproved WS Integration Costs

Current Build Costs = Cost Per CIP * #
of CIP

I mproved WS I ntegration Costs = (Cost
Per CIP * .8) * (# of CIP * .6)

For example, assume that your sales
executives receive awards and recognition
based upon their sales performance. This
sounds obvious and straightforward. In real-

\Web services have lowered my

Integration development costs and

positioned my architecture around agility

Efficiencies to the integration architecture
can be measured and costing trends estab-
lished against those efficiencies. And here is
the great part: when you start to forecast
your CIP Index on existing technologies
against a Web service-based integration
architecture you will see that the costs went
down - by a lot!

The industry average for a new CIP
pre-Web services costs just over $23,000.
Since in our pre-Web services architecture
an application needed to request and then
receive the data, the complete work flow
comprises a minimum of two CIPs, one for
the request and one for the response. Since
we adopted a request/response metaphor
for our Web services generic scenario we get
the benefit of two different reductions: first,
the cost per CIP goes down just over 20%;
second, we eliminate one of the CIPs. This is
a substantial cost savings. Integration mes-
saging that used to cost us $46,000 to imple-
ment now costs only $21,000.

This is a real savings and a strong busi-
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ity, the system they use to sell your product,
the valuation of the quality of the sale, and
the criteria for the award are three different
systems. For the awards and recognition
system to produce output it takes six CIP’s,
which are:

1. Ask for Sales Executive’s information

2. Receive Sales Executive’s information

3. Ask for inventory information

4. Receive inventory information

5. Ask for sales to be evaluated

6. Receive sales to be evaluated

I have adopted the request/response
style of using Web services for integration —
there are technology reasons why this need-
ed to be the model used. In this example,
with the request/response method four
interesting things happen. First, I have a
tangible build cost reduction for each CIP.
Second, I have a tangible elimination of
three CIPs. Third, I have an elusive benefit
of reusability, meaning that if I ever need
this information for a different purpose or

system I can completely reuse the Web serv-
ice. Fourth, if I am adding to an existing Web
service’s infrastructure no additional sup-
port costs accrue.

Given all of the tangible benefits, my cost
per CIP goes down, and the number of CIPs
is cut in half. If you assume that you might
have hundred’s of scenarios like this one
you can be talking about millions of dollars
of savings, which should justify the costs of
moving to Web services and an SOA.

Another obvious place to look for tangi-
ble cost efficiencies is in product mainte-
nance fees. This article isn’t about preaching
one Web services platform over another,
although I will tell you that the one I select-
ed doesn’t carry any additional maintenance
costs than were being paid already. This
means that my cost per CIP can go down
just by changing over to a Web service and
SOA platform. Eliminating a couple of prod-
ucts from the infrastructure is always a good
goal when you have hundreds.

Have a Plan for All of Your Systems

By using the CIP index you should be able to
cost-justify a project to implement an SOA
using Web services and include your legacy sys-
tems. One of the first design challenges is the
fact that the industry average shows that about
80% of the data and processing you need to
provide to the enterprise as a service is still
housed in the oldest and least SOA-friendly sys-
tems. The goal is still not to write too much new
code in these systems because the trend is for
organizations to focus on other technologies
going forward. I wanted an example that would
work for all types of systems.

What I landed on was a bit of a hybrid idea
between a pure SOA and the older hub-and-
spoke messaging model. Basically, the idea is to
have a central hub where the majority of the
Web services for legacy systems can be de-
ployed. Other benefits come from this, such as a
single point of audit and using SSL, a very
graceful transport solution that can be used to
meet all of the broader security compliance reg-
ulations and legislation. I call this hub the
Network Enterprise XML Universal Service, or
NEXUS.

I recommend adopting the W3C.Org as the
standards body and to only write code for the
NEXUS that is W3C compliant. You can use this
hub to service intra- and extra-systems needs.

One of the down sides of a hub is that it can
be a single point of failure. To address this I
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recommend a redundant, clustered-server environment that also
serves as a load-balance platform for performance, so nothing
goes to waste.

Have a Data Strategy

This last part, a data strategy, was a lesson learned with some
pain. Decisions need to be made right up front about what your
goals are. Do you want to have a system of record for every data

Data Everywhere  Pre-Sync

Strategy #1 Yes No
Strategy #2 Yes Yes
Strategy #3 No No
Strategy #4 No Yes

Decision Strategies

element? Do you want the data to be accessible locally to each sys-
tem that uses it? Does some data need to be more secure, or have
audit trails? The questions go on and on. A nifty little way to start to
talk about the decisions involves taking a high-level view and cate-
gorizing your goals.

The model I came up with has two elements that decisions need
to be made on, for a total of four possible strategies (see Table 1):
e Data Everywhere. This decision point established whether you
want data to be locally available to each application. Data
everywhere would push your SOA into a Transaction Of
Record state, meaning that as data changes, or is needed, inte-
gration services need to keep the enterprise in sync. The
opposite of data everywhere is systems of record, which would
push your integration services to go get data as needed from
the systems of record.
Pre-Sync. This decision point establishes whether you want to

scrub and align your data before turning on integration
services, or if you want the business rules created around the
integration services to synchronize the data as it is accessed.

Looking Forward

Web services have lowered my integration development costs and
positioned my architecture around agility. There is no question about it.
With Web services, I can start to see the promise of technology that
seemed so prevalent just five years ago. I am excited about a number of
future plans and ideas I have for optimizing our systems on this plat-
form and look forward to evolving uses of this unique technology. @
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Focus: Business Process

Business Rules: Integration in Internet Time
As more and more enterprise back-office procedures or transactions are
exposed via technology like Web services, the enterprise is presented
with many methods for engaging in business transactions. To best lever-
age the myriad transactions, businesses require a layer of business rules
to regulate, document, and manage the consumption of these trans-
actions. This will enable the accumulation and use of best practices as
well as provide a mechanism for policy management.

The Value of BPM

New process modeling languages that standardize the format of the
end-to-end business processes created with BPM system are available,
enabling portability across systems and compatibility between interwoven
enterprises. These languages build on Web service standards and further
a BPM system’s ability to deliver standardized cost-effective integration
that is easy to reuse and extend.

If Every Company Is Adopting Web Services,
Why Are So Many Web Service Projects Failing?

It's hard to find a company that isn’t implementing Web services or at
least planning to adopt them in the near future. Why, then, does Gartner
estimate that by 2007 companies will waste more than a billion dollars on
“misguided” Web services projects?

ESB Technology:

Triggering a Massive Wave of Innovation

The new ESB backbone, which will enable the next generation of integra-
tion and application platform products, will bring radical improvements to
the software infrastructure of most enterprises. The industry transition to
messaging and ESB as the core application platform infrastructure model
will mark an inflection point, triggering a massive wave of innovation
around businesses’ use of their information resources, capitalizing on the
architecture of events.

WS-Context vs the WS-Resource Framework

The proposals for the WS-Resource Framework describe a way to do
stateful interactions with resources through contextualization. The
WS-Composite Application Framework is an OASIS TC that for the last
few months has been working on a standard approach to modeling state-
ful interactions based on the WS-Context specification. We'll look at the

differences - and similarities - of the two.

WebServices
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Web Services
Management - Plotting
a Gourse for Success

W Web services are no longer a collection of buzzwords in the field of e-commerce. Instead, Web

services technology enables companies to effectively integrate applications from disparate plat-

forms and partners into a composite application built on business processes.

n today’s early stages of deploy-
ment, many companies across a
variety of industries are experi-
menting with Web services.
However, we are still not at the point
where Web services are the standard
for doing business with customers,
suppliers, and partners. As a result,

overall management strategy. The early
introduction and effective use of Web
services management can help ensure
companies reap the simplification and
cost benefits of Web services and meet
i broader business goals.

What Is Web Services

most companies won't need a com- ROBERT ANDERsON Management (WSM)?

plete Web services management

framework until business-critical services
become more pervasive — through the end of
2004 and into 2005. This article examines the
process of implementing both early-stage and
advanced Web services management.

Among the techno-savvy in today’s corpora-
tions, Web services are being touted as the next
big driver for the technology business. Arming
companies with the ability to do business securely
outside of the corporate firewall is an important
step on the road to cutting costs and improving
productivity. However, while Web services are a
step forward, technology buyers are still left with
important unanswered questions. Web services
management companies competently addressing
security, performance, and reliable messaging of
Web services will be best positioned to answer
these questions and capture the early investment
in management.

As companies begin to re-architect their appli-
cations around a service-oriented architecture
(SOA) using Web services as the process backbone
of their enterprise, it is clear that software to ease
this transition should play an integral role in their
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Web services management stands
apart from the traditional management of most
systems, networks, and applications. While tradi-
tional network and systems management (NSM)
tools typically examine managed components
without taking part in or directing their actual
production operation, WSM software may take a
much more active role in assuring the production
operation of business services. This active man-
agement is essential when you consider that Web
services crosses the boundaries of so many differ-
ent systems, and networks and applications use
open and potentially immature standards.

The componentized and dynamic nature of
Web services introduces new considerations for
management that are not prevalent in traditional
NSM applications. The network of services in a
composite application can change frequently,
and mature management solutions must be able
to answer questions like who's using the service
and how often. Companies cannot accurately
measure the liability of failed services unless they
can answer these questions. These problems dic-
tate that Web services management software
must deliver a service-based view instead of the

silo-based views provided with traditional NSM
software.

The many different components that make up
the composite applications of Web services also
mean that the best Web services management
software will not be limited to services imple-
mented by one vendor or platform, but will
instead manage any services adhering to open
standards. The complexities of SOA suggest that
management requires investing in a company
with established experience in enterprise man-
agement. Traditional NSM solutions are con-
cerned with making sure individual application
components are available and responsive, but
Web services solutions must tackle more complex
concerns, including security, provisioning, orches-
tration, load-balancing, and change control. With
Web services, a failed service at one provider does
not necessarily mean the production business
application is broken, adding complexity to the
management task (see Table 1).

Where to Start

Most companies won't begin seeking a com-
plete Web services management framework until
close to the end of 2004. However, in the mean-
time they need to look for software to help them
during the development phases, including tools,
for example, that will help them check for proper
WSDL descriptions of their services, perform load
testing, or otherwise help orchestrate services.
Many of these early needs can be met by the Web
application server platform vendors but there are
other providers as well. The following are some of
the solutions available today.

Web Services Startups

These companies are the ones creating the
pioneering advanced Web services management
solutions. They offer the most granular control of
Web services and secure important gaps in stan-
dards like security, but at the same time usually
require that services be architected around the
management software, which can be difficult to
decouple if problems arise with the vendor or its
software. They also require significant effort and
cost to deploy or redeploy. Some of the key inde-
pendent Web services vendors include Amber-
Point, Actional, Blue Titan, and Infravio.

Larger, more established enterprise systems
management vendors are partnering or acquiring
many of these players at a rapid clip, and it's ques-
tionable how many of these startup companies
will survive intact as Web services adoption rates
increase through the next 18 months. Hewlett-
Packard acquired Talking Blocks in an effort to
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strengthen its adaptive management approach
to linking IT to business services. Computer
Associates appears to have decided to more
directly target the basic problems of Web services
management by acquiring Adjoin and releasing
an extension to its flagship Unicenter product
line, CA Unicenter Web Services Distributed
Management.

Web Services Platform Vendors

Microsoft, IBM, BEA Systems, and Sun
Microsystems are racing to add basic Web services
management and development aids to their offer-
ings, usually at no additional cost, in order to
compel wider adoption of their platforms. Where
it makes sense to them, these vendors are also
seeking integration with some of the start-ups.

For these vendors, their biggest strength is also
their weakness — their solution is tightly integrated
with their application server and development
environment. Their solutions meet very specific
needs based on the platform suite but focus only
on one vendor’s solutions. Additionally, they cur-
rently do not offer solutions to many of the impor-
tant challenges outlined in Table 1.

Traditional NSM vendors

Companies tend not to need new infrastruc-
ture to implement Web services, and, as such, tra-
ditional management vendors, who already man-
age this infrastructure, are well-positioned to add
Web services capabilities to their existing offer-

Provisioning, orchestration and change control

Security management

Web service translation and transformation

Service routing, fail-over, and load-balancing

Service monitoring, logging and reporting (SLA)

WSM Challenges

www.wsj2.com

ings. Any additional capabilities can be integrated
immediately into the enterprise nerve center,
allowing Web services to quickly reach production
status. However, these vendors are being pushed
to commit to standards that are still subject to
change and that may or may not be adopted,
slowing the overall maturity of Web services man-
agement software.

OASIS (www.oasis-open.org) has a technical
committee (TC) dedicated to proposing a stan-
dard for Web services management, the OASIS
WSDM TC. This is the only body proposing a stan-
dard for the NSM vendors to use but it is months
away from ratifying an initial proposal. It will take
considerable time for the TC to address the com-
plex challenges outlined above.

Recommendations

Looking to the future, companies should focus
on the early stages of Web services management
and begin to move management of these services
into the enterprise nerve center.

Companies should also take advantage of the
various tools available within their Web services
platforms. Much of today’s Web services develop-
ment is taking place within the J2EE application
servers and, as such, the availability and optimum
performance of J2EE platforms — like IBM
‘WebSphere or BEA WebLogic - is of the utmost
importance. Just as important is the overall avail-
ability and performance of Web services and the
applications that are executed on these platforms.

New management capabilities are being
incorporated into these application platforms as
their Web services capabilities mature, and enter-
prises should look specifically for those with in-
depth J2EE management facilities. These should
expose more execution details about applications,
enabling IT operations personnel and application
developers to identify and resolve problems that
occur within Web services applications.

Conclusion

Except for truly leading-edge implementers,
most companies using Web services today are
focusing on integration of heterogeneous appli-
cations. They are not ready for enterprise-wide
adoption of Web services, but do need to get a
handle on the availability and performance of
their current services. In some cases, their NSM
vendors are fulfilling that need today. Mean-
while, early adopters using Web services to cre-
ate composite applications must continue to
take an opportunistic approach to Web services
management — making investments in tech-
nologies that they know may have to be
replaced as standards mature. @
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One of the greatest challenges of moving Web services into production is answering the question of which services are in use

and by whom, and understanding the liability associated with those services. By implementing a management tool that provisions

services under published guidelines, companies can understand what is being used and make certain that changes to the

services are seen by all service endpoints.

Security management includes providing the single sign-on capabilities that are crucial to service interoperability and integrity.

WSM vendors will not try to reinvent Web security, but will instead depend on integration with popular security solutions, such

as those available from Netegrity and Oblix, to provide these capabilities for Web services.

This capability allows companies to add business logic to a service in-stream depending on the class of consumer or other

business rules, giving the greatest flexibility in service implementation.

The reasons for service fail-over and load-balancing are obvious, especially when you consider the sheer number of

interconnecting endpoints that can exist in a true service-oriented architecture. A strong solution around service routing allows

companies to move service endpoints around as business needs dictate.

This is the aspect of Web services management most aligned with traditional NSM problems. What makes this problem unique

for Web services is understanding when a failed service leads to a failed business process. Also part of this are more advanced

initiatives such as business activity monitoring (BAM).

April 2004 m



wsJ: INTEGRATION

Web Services
Converge with
Data Integration

B As data integration tools produce and consume information, a service-oriented architecture presents

opportunities for information exchange, data-driven process automation, and business agility.

eb services proponents
like to rhapsodize about a
somewhat quixotic world
in which Web services ]
orchestrates disparate components
of the enterprise in a seamless,

real-time symphony. There’s gen- =

uine promise in thatwision: But as
any IT professional worth his or
her salt knows, the devil is in the
details. When you begin to look under the
Web services hood, it’s clear that certain
crucial distinctions tend to get lost amid the
froth.

In this article, we’ll drill down into one of
the most compelling propositions offered by
Web services — as an enabler of data-level
integration. Then we’ll explore how Web
services plays with data integration to better
support real-time information access deliv-
ery to the business users who need it.

Leveraging the Proven Value of Data
Integration Technologies

Data integration helps organizations
leverage their data across a variety of inte-
gration initiatives for improved operational
efficiency and business performance.
Whether a project involves data warehous-
ing, data migration, building master data
hubs, improving data synchronization, or
implementing business activity monitoring
projects, it requires reconciliation and inte-
gration of data, often on an enterprise scale,
to provide a single view of customers,
households, and suppliers. For more than
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10 years, data integration has deliv-
ered some of the highest ROI of any
technology set.
So now Web services comes
along, and prompts two questions:
* What does Web services mean for
data integration and business
intelligence?

* What do data integration and
business intelligence mean for
Web services?

At first glance, they may sound like the
same question. They're not. They’re two dis-
tinct yet related issues that organizations
deploying Web services and data integration
technology — that is, virtually any mid-size
to large enterprise — need to carefully
assess.

Data-Level Integration
with Web Services

Though data integration has delivered
enormous value, many systems built piece-
meal throughout the 1990s operate in rela-
tive isolation via proprietary APIs and hard-
coded connectivity. Web services offers a
way to liberate both the integration and
analytic aspects of data warehousing,
expose them as Web services, and embed
this functionality into enterprise
applications.

In the first iteration, most flavors of Web
services do not address the issue of data-
level compatibility among disparate sys-
tems. When we talk about Web services, it’s

usually in terms of connectivity and inter-
operability among loosely coupled, dis-
parate applications via such standard proto-
cols as XML, SOAP messaging, WSDL to
describe services, and UDDI as a services
registry.

Customers who plunge headfirst into a
Web services integration initiative may soon
find themselves confronted by the old
apples-and-oranges dilemma — missing
data, incompatible data (for example, differ-
ent customer IDs between SAP and Oracle
application systems that require the use of
lookups and lookup tables), format discrep-
ancies, unit of measure differences, and
invalid data (data that is valid in one system
but rejected by another). Data integration
facilitates Web service integration by
enabling application-to-application integra-
tion at the data level, thus providing solu-
tions to all these problems via data mapping
and transformation capabilities, integrated
data cleansing, and automatic lookup tech-
niques. A Web service call can invoke a data
integration engine to return requested data
(as XML) that is transformed from its native
format and cleansed for consistency. If data
is changed in an operational application,
the data integration engine can function as
a Web service that propagates data-level
changes across target applications.

For example, a wholesale customer
phones an inbound call center to order a
large quantity of your company’s product.
With a data integration engine in the mix,
the sales agent can compare the quantity of
the customer order to historical averages
and the amount in inventory. If the quantity
is significantly different, the data integra-
tion engine can effect changes in the inven-
tory system or notify the head of procure-
ment about the situation.

With a Web services call to a shipping
system, the data integration engine can cap-
ture that data, transform it, and propagate it
to, say, an SAP financial application and an
Oracle customer transaction history record.
In turn, the data integration engine can
extract, cleanse, transform, and aggregate
data from those applications and load it
into a data warehouse. Depending on pre-
defined business rules, the system may
push out an alert of a large order to the BI
dashboard of a sales manager. These
sequences are accomplished in minutes or
less — in effect, in real time.
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Data Integration Evolution: From Tool
to Web Services Platform

This is an evolutionary step in the data
integration market. Until recently, data
integration tended to mean extraction,
transformation, and loading, or ETL. It was
also associated exclusively with data ware-
housing and executed in an isolated batch
fashion. Gradually, the acronym is giving
way to the more comprehensive term data
integration. Data integration platforms are
engineered to execute five key elements
among multiple sources and multiple tar-
gets — movement, transformation, aggrega-
tion, cleansing, and profiling. They are also
now engineered to operate in real time and
feature high-performance engines that
fully exploit SMP and grid architectures to
offer fast performance on large data
volumes.

start. Companies that look to couple data
integration platforms with Web services
should not take for granted that their ven-
dor supplies the functionality necessary for
fully optimized systems.

Prospective buyers should look for cen-
tralized metadata management support,
configuration management, robust securi-
ty, broad data connectivity including main-
frame and AS400, and change data capture.

Metadata Management

Metadata - or data about data — was
once something of an afterthought in the
larger world of data management. But as
systems and data have grown in volume
and complexity, more companies are imple-
menting metadata systems for visibility into
integration and business intelligence
processes, allowing for significant benefits

Data integration helps

organizations leverage their data across

a variety of integration initiatives

A key enabler for data integration is
Web services, and the connectivity and
interoperability its standards provide to
loosely coupled applications. In the past
year, leading data integration vendors have
incorporated support for XML, SOAP,
WSDL, and UDDI in their products, and
delivered open Web services APIs within
software development kits. These help sup-
port:

* Real-time updates across disparate
applications and databases

* A stand-alone data transformation
service

* Bidirectional data-level integration

¢ Ease of development, implementation,
and maintenance of a data integration
service-oriented architecture

But support for Web services standards
in a data integration platform is only the
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in terms of reuse, productivity improve-
ments, and reduced coordination costs.

Similarly, a metadata repository can
serve as a secret source for tracking Web
services publication and invocation mech-
anisms executed via WSDL, UDDI, and
SOAP. Metadata provides a means to
answer such questions as, “Where did this
Web service originate? What'’s the source of
this data? What does it do, for whom? What
formulas are applied to get it here?” It’s a
powerful and incisive tool for keeping
straight what would otherwise become a
spaghetti-like snarl of services.

In a practical sense, suppose you expose a
currency conversion program as a Web service.
Millions of dollars may be at stake — but what is
your assurance that the conversion rate is accu-
rate and the Web service valid? Metadata
enables you to monitor and validate the system.
Similarly, metadata provides lineage and ver-

sioning to data exposed as a Web service that
can be crucial in establishing data accountabili-
ty and monitoring compliance with such man-
dates as Sarbanes-Oxley and HIPAA.

Best of all, it’s not necessary to redevelop
Web service-based access to metadata systems.
A metadata-driven data integration platform
will automatically publish service-related meta-
data with negligible cost or risk.

Open Interfaces and APIs

A data integration platform should fea-
ture broad support for open standards
(such as COM, XMI, and LDAP) and APIs to
plug into applications from any number of
vendors. This support (along with back-
wards compatibility) is also important in
liberating legacy and mainframe applica-
tions for Web services.

Given that Web services is frequently
about interoperability, buyer organizations
will be well served by a data integration
vendor that boasts a long history of sup-
port for standards and APIs. The last thing
you want is a data integration platform
that’s going to require hard-coding around
proprietary interfaces. That can negate any
productivity gains you achieve through
Web services.

Robust Security

SOAP over an SSL transport is neces-
sary, but it’s not enough to ensure data
protection, particularly in multi-hop Web
services systems. For security that’s suit-
able for the majority of enterprise applica-
tions, look for a data integration platform
that supports authentication and authori-
zation as well as in-transit encryption. This
is an emerging area and involves accept-
ance and validation of authentication
tokens, as well as encryption, decryption,
signing and verification of SOAP messages.

The best data integration platforms will
accommodate LDAP, or Lightweight Data
Access Protocol, and support leading LDAP
servers, such as Java System Identity Server
from Sun Microsystems, or Active Directory
from Microsoft. LDAP will govern which
individuals and applications have access to
which data, and where.

Change Data Capture

This technology is crucial to deploying a
data integration platform in a service-ori-
ented architecture. Change data capture is
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a technique by which only data that has
changed since an application’s last call is
fetched and propagated to the requestor.

As such, it can reduce by orders of mag-
nitude the impact on both a source appli-
cation and the network in retrieving
requested data. That’s a critical considera-
tion when architecting a real-time Web
services infrastructure to support an ini-
tiative such as business activity monitor-
ing (BAM).

Building Blocks for Visibility
Business intelligence (BI) has proven
crucial in enabling organizations to ana-
lyze data on customers, sales and market-
ing, finance, supply chain, and other
operational areas. Eager to build on that
success, the demand from companies —
and the focus of many BI vendors - is

In addition, Web services’ ease of
development and deployment gives IT
organizations new mechanisms to rapidly
extend analytics to meet short-term tacti-
cal goals. From a strategic standpoint, this
dovetails with objectives for faster and
more precise insights into business per-
formance:
¢ Real-time monitoring of business con-
ditions

* Metrics-driven alerts with analytic drill-
through

* Better visibility into dynamics among
interdependent processes

These goals are encapsulated in BAM.
A key premise of BAM is its real-time
monitoring of changes in business data
and notification to decision makers. A
service-oriented architecture using trig-

Until recently, data integration

tended to mean extraction,

transformation, and loading

increasingly on systems that knit those
various elements into a broad analytic
fabric across the enterprise.

BI platforms have evolved incremental-
ly. Over the years, companies have
deployed tactical BI systems to attack key
subject areas. From an architectural
standpoint, the data warehousing infra-
structure is closely coupled with the oper-
ational systems from which it sources
data. However, it depends on fairly rigid
processes for data access, collection, and
analysis.

Web services offers an opportunity for
greater fluidity between operational and
analytical systems. Along with accepted
Web services standards, a subset of proto-
cols aimed at analytics and data manage-
ment, such as XML for analysis, CWM, and
the Java OLAP API, pave the way for devel-
opers to link operations and analytics
through cost-effective component reuse.
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ger-driven business rules neatly meets
this goal, as in the following example.

A product manager would want to
know immediately that a new product
release has triggered a flood of complaint
calls to a call center in order to identify
the root cause and take corrective action.
With many implementations of present-
day technology, it may take a week or
more before a pattern is discerned, and
more time before corrective actions may
be executed.

With the Web services approach, devel-
opers can readily couple the transactional
data associated with the complaints to a
business rule threshold defined in a BI
system. The BI system’s business rules
function as an intelligent agent that con-
tinuously “listens” for anomalies and
delivers alerts to a manager’s desktop.
This BI Web service may be described in
WSDL, registered in a UDDI library, and

invoked by the requesting application via
SOAP messaging, with data exchanged in
XML format.

In a related area, because a service-ori-
ented architecture separates presentation
and application layers, Web services
enable developers to embed BI functional-
ity within an operational application. For
instance, a call center agent working from
a Siebel call center interface can summon
information on customer affinity program
status and predefined cross-sell and up-
sell opportunities stored in a BI system.

Dividends from a Three-Pronged
Convergence

To date, much of the attention paid to
Web services has been as an enabler of
enhanced enterprise interoperability, and
more efficient and cost effective deployment
of services. Naturally, CIOs, IT managers, and
developers are focused on building simple
Web service request/response systems. At the
same time, they are assessing the long-term
viability of Web services standards, as well as
the competing J2EE and .NET platforms.

Web services itself, though, is not an “if”
—it’s a when. Already it’s evident that Web
services will evolve in much the same way
data management software evolved through-
out the 1980s and '90s. First, companies
deployed relational databases and ERP
applications to crunch numbers, record
transactions, and track customers. Once
those systems were up and running, organi-
zations turned their attention to data inte-
gration systems to analyze and understand
the raw data.

Though Web services are bound to be
deployed in phases, it’s not too early to exam-
ine how to build in data integration capabili-
ties at the ground floor. Ultimately, however,
the open architecture of Web services will
enable developers to plug and play data
integration functionality as business
needs and IT strategy dictate. @
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wsJ: FROM THE SHOwW FLOOR

SOA GCame to
Boston at EDGE
(East) 2004

B (Boston) — The technical programs of technology conferences make very useful weather vanes for the state of the union in the technology space,

and the i-technology devised by the advisory board for the seventh successive “Edge” conference was no exception.

fter six shows under the “Web

Services Edge” moniker, the decision

was made early on that Web services

has become so much of a given now —
within the firewall and, increasingly,
beyond it — that it made sense to de-
emphasize this time round the newness of
loosely coupled, distributed computing
and concentrate instead on the chance that
this show offered all comers the opportuni-
ty to do a side-by-side “compare and con-
trast” of leading Internet development
technologies — Java, XML, .NET, Web servic-
es, and the new MX technologies from
Macromedia.

Within a few weeks of announcing the
Call for Papers one clear trend emerged —
that service-oriented architecture (SOA)
was going to be the next shoe to drop.
Never has a single notion recurred so even-
ly throughout every session and all three
keynotes.

The opening keynote, from Orbitz’s CTO
Chris Hjelms, featured SOA (see sidebar),
as did the two other keynotes, one by
Macromedia’s General Manager David
Mendels and the other by IBM’s Robert S.
Sutor, director of marketing for IBM’s
WebSphere Foundation Software as well as
its Web services and SOA efforts.

What follows are a selection of perspec-
tives and reports on the show, first-hand
reports that give the flavor of what was
another very rich technical program, com-
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plemented by the usual full two-day Expo
that the “Edge” series is justifiably well-
known for.

Keynote’s Underlying Message:
“Hire Bright Programmers”

“The CTO of Orbitz...gave a very inter-
esting key note. Ostensibly, it touted the
benefits of a service-oriented architecture
(one of the biggest buzzwords of the day),
but, as far as this listener could tell, a lot of
what it added up to was: hire the brightest
programmer you can find; set up a process
which keeps out of their way; allow them to
use open source tools if they like them.
But, especially, hire bright programmers.

www.wsj2.com



Sadly, this never seems to be manage-
ment’s answer to anything. Chris
Hjelm...was very clear that their technolo-
gy gives them a competitive advantage. If I
had to sum it up, I would say that their key
differentiators... are: (a) a very sophisticat-
ed search algorithm, developed by ITA
Software (www.itasoftware.com) for Orbitz;

and (b) a very short time-to-market for
new features, made possible by small
teams working with as little technical and
administrative overhead as possible.”

Dan Milstein, writing at Java.net:
(www.java.net)

@0ccccccccccccccccccccccccccccceoe

I am here at the conference, getting
ready to go into the session “Building a
Rich EIS Dashboard with Macromedia
Flex” given by Dave Meeker with
WHITTMANHART. After this session, David
Mendels (Macromedia SVP, Macromedia
Tools and Platforms) will be giving the
keynote titled “SOA + RIA = ROT".

My first impressions of the conference
are extremely positive. The attendees seem
to be geared more towards the business
side of the house and project leads. Much
different than what I usually see at many of
the Flash conferences I have attended,
which seem to cater more towards those
who are in the “trenches.” The staff has
been extremely helpful, and the overall
show seems very organized and well
thought out.

Daniel Dura, writing at
www.DanielDura.com

@0ccccccccccccccccccccccccccccc e oe

I attended 14 sessions, plus the Expo
and Macromedia’s Flex reception and
walked away with these overall impres-
sions:

1.I'm less concerned now with which tech-
nology is the best for developing Web
applications or services (there’s room for
all of them, so long as they stick to stan-
dards), and more interested in the best
way to intelligently connect them and
orchestrate what they're doing through-
out an enterprise. The session on
“Service-Oriented Integration: Making
the Right Choices to Support the Next

www.wsj2.com

Without SOA, says Orbitz’s chief technology officer, his company - founded in
2000 and successfully IP0’d since then — wouldn’t be able to leverage its main
competititive advantage: speed to market.

Hijelm unpacked this broad-stroke observation for a packed keynote hall on Day One of EDGE 2004. Making this as
much a case study as anything, Hjelm first established the parameters of the Orbitz operations: 800+ production servers
(usually commodity PCs), 3.9 million lines of code on its Web site, and 110,000 lines of code being added or deleted on a
weekly basis.

“Getting your architecture right enables you to do more things faster,” Hjelm observed: in Orbitz's case, that above all
means of course faster searches. Orbitz's consumer-friendly site, he explained, masks a complex infrastructure.

Capable of searching over 2 hillion flight/fare combinations, including feature searches unique to Orbitz such as Flex
Search and DealDetector, the Orbitz system validates the effectiveness of SOA - “Traditional search on old mainframes
would be too expensive,” Hielm noted. Yet within just four years the Orbitz system has proven so effective, so growthful,
and so user-friendly that Orbitz has in that short time captured some 17% of the entire online travel market (versus
Expedia’s 40% and Travelocity’s 20%).

In the car space, Hjelm noted, Orbitz has captured a much larger market share. And on the messaging side, Orbitz
sent out over 775,000 wireless messages in December 2003 alone.

Leveraging SOA, the company is able to deploy new SL implementations dynamically with zero impact to existing sys-
tems. “When we add a new carrier,” Hjelm says, “that’s done with zero impact on existing systems plus all the systems
could care less what airlines we're adding in. The folks doing the ‘plumbing’ can work separately from those doing the
actual customer-facing work."

Orbitz has had to build a fairly sophisticated customer services tool, he added.

“What are the enablers that allowed Orbitz to do what it does?” he asked rhetorically. “For a start, we built it our-
selves. Re-architecting existing systems is very hard to do. When you make hardware upgrades, it's a lot easier just to add
a commodity PC.”

Using JINI

JINI'handles all of the interfaces between Orbitz and third-party services, he explained, “managing down the complex-
ity that would otherwise make it very difficult.”

Orbitz has internally hosted J2EE inventory systems and, with the exception of one or two database servers, the entire
complex runs on Linux “and it works extremely well,” as Hjelm says. The advantage of deploying on Linux, he added, is
that it is easily scriptable, which is why it is the building block of many commercial server appliances.

Recounting briefly the history of Orbitz's service-oriented architecture, Hjelm said that Java was the first big decision,
and JINI the second. “So when SOA became popular, Orbitz had already found it.

“The JINI distributed computing framework focuses on interfaces and capabilities not implementation and location,” Hjelm
said.

Using EJBs gave transactional capabilities to the system and provided a robust services layer — and they are colocat-
ed on a single VM to reduce latency.

“Redundancy, stateless capabilities, it’s all just ‘here” with this architecture,” Hjelm says.

“This all allows the client code to focus on the capabilities, not the implementation. Our developers don’t worry about
that side of things.

“If you were to take the average person and explain GDS to them, their head would hurt,” he added, “whereas we can
get developers up to speed on Orbitz fast. We add a new machine, bring it up into the network, and JINI recognizes it and
starts to draw on it. It works.

“So the growth in our code base isn't in the services layer, it's in the application layer,” he pointed out. That is the key
to Orbitz's success, and that in turn is a function of its architectural choices.

What Next?

“From an industry standpoint nothing works better than SOA,” Hjelm said. “At Orbitz we aspire to autonomic comput-
ing — we're still 3—4 months away from that.”

Enhancements going forward will include a guaranteed model for delivery, and building the redundancy and scalability
of the database interactions.

New features on the business side are being implemented constantly, Hjelm said. “Web services allows entry into new
markets and facilitates new business models, leverages existing SOA, allows access for non-Java clients and systems, and
furthers the goal of flexibility and robustness.

"Web services on top of an SOA is pretty much worthless unless you get SOA right," he observed. “You have to get
the SOA right first. Then, like Amazon, we'll open up our transaction engine to anyone who wants to innovate against it.”

With 90 or so software developers, the company does all of its hiring through referrals. “It's an open source culture;
it's rare we have a project team bigger than 4 or 5 people (usually 2 or 3)."

In his final comments, Hjelm said. “SOA is a key enabler but...the key competitive advantage for Orbitz is speed.”
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Generation of Integration,” by Dave
Chappell of Sonic Software introduced me
to the Enterprise Service Bus (ESB) and
what appears to be a great way to evolve an
“accidental architecture” into a more “ser-
vice-oriented architecture.”

2. Macromedia’s Flex technology looked pretty
exciting. I think they’ve opened up Flash in
a way that the developer community will
find appealing. This stands to enrich the
whole user experience and make the
Internet a vastly more appealing place to
visit. I have a sense there are a lot of Web
applications out there that will be getting a
facelift. :-)

3. Orbitz appears to be one example of an
organization that spent time thinking about
architecture up front and has reaped
rewards for that effort. Without going into
detail on reasons why, just let me say that
this was refreshing and reassuring to see.

4. “An Experienced Programmer’s Guide to C#
and the .NET Platform”. Wow. Michael
Stiefel knows C# and made it look very
interesting. He raffled off two copies of his
book at the end of his session and I was so
bummed to not win one that I went back to
the Expo to buy it from the publisher. But
the Expo had closed, so I looked for it at
Barnes & Noble in the plaza. They didn't
have it...yet. So currently it's on my list of
books to buy (or convince my employer to
buy for me).

Steve N. Bowers, Sr. Systems Analyst
ITS Academic Technologies
The University Of Iowa

SYS-CON Radio

As leading members of the computing
industry were speaking at EDGE 2004 East
Conference and Expo in Boston, SYS-CON
Radio was naturally there, as usual, to talk
with the movers and shakers currently
shaping the next phase of i-technology
growth and development.

The resulting interviews, with people
like CA’s Sam Greenblatt, SVP and chief
architect for the Linux Technology Group
at Computer Associates; IONA’s CTO Eric
Newcomer; Intel’s Senior Architect Alan
Boucher; Ascential’s Michael Curry;
Nexaweb’s CTO Coach Wei; and many oth-
ers, are all still archived and freely avail-
able at the conference site: http://sys-
con.com/edge 2004. @
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Beyond

Point to Point

B Web services have emerged as an excellent method of integrating pairs of applications. Free

and cheap Web services development tools from many different vendors make it easy to expose

one application’s capabilities to other applications that wish to invoke them. But, given recent

trends and innovations in Web service standards for more complex integrations of multiple

applications from many parties, integrating applications two-by-two with tightly coupled simple

Web services may not be the best approach.

n this article, I'll take a look at

a reasonably complex integra-

tion scenario performed by

integrating with many different
applications’ Web services. I'll
show you how the architecture of
the integration is simplified by
using XML content-based routing
with a publish/subscribe approach.
In the remainder of the article we’ll
assume that we are using a content-based
routing service based on the recent WS-
Eventing specification from Microsoft,
TIBCO, and BEA. The XML document mes-
sage flow in a WS-Eventing-based approach
to the problem is shown. Finally we’ll show
the code necessary from one of the end-
point applications to generate and process
these messages.

One Scenario

A consumer electronics retailer decides
to carry a new consumer electronics prod-
uct. The “product master catalog” might
invoke a Web service exposed by the inven-
tory system to create an entry to track the
inventory of the product, then call another
Web service that performs integration with
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one supplier of the product to
request some product for delivery. A
service on the accounts payable sys-
tem is called to create a new
account for the vendor to ensure
that the supplier is paid when the
invoice is received.

After deciding that they want to
carry the product on their direct
Web site, the Web site product cata-
log is updated with the new product’s pres-
ence, also via a Web service. They then need
to invoke Web services to communicate with
each of their stores about the impending
arrival of the new product, so that the stores
can plan stocking and shelf space for it, and
to let them know about the initial allocations
of the product.

The product marketing group uses the
product’s category to make Web services calls
to the company’s cross-marketing software
that determines correlated products that are
likely to be bought with it. Then they call
services on other suppliers to get quotes on
those products for consideration of starting

the new product stocking process once again.

Figure 1 attempts to show this integra-
tion as a diagram. Each edge is a Web

service of a system that the “master catalog”
application needs to integrate with. Notice
that they each have their own names, indi-
cating a different Web service that must be
integrated with. There are quite a few inde-
pendent Web services integration efforts
required just around this one business event
- the addition of a new product.

A Better Way: XML
Content-Based Routing

With the emergence of standards focused
on publish-subscribe messaging such as WS-
Eventing and WS-Notification, and a coinci-
dental trend toward more coarse-grained,
document-style payloads of Web services, I
think there is a better way to do this integra-
tion and still have the advantages of simplici-
ty, standards support, and ease of develop-
ment that are the hallmarks of Web services
projects.

Publish-subscribe approaches to integra-
tion are, of course, nothing new. Before Web
services came about, an integration consult-
ant presented with the scenario above might
well have architected the integration as pub-
lishing the “new product” event out to a mes-
saging bus to a “new product” topic. The
other systems that needed to know about
new products would subscribe to that topic.
Many projects based on software from TIBCO,
IBM’s MQSeries, and Java Messaging Service
implementations from vendors such as Sonic
Software and Fiorano Systems were targeted
at similar scenarios.

However, there is an opportunity to per-
form such integration using pure Web servic-
es standards and nothing but XML content.
In the scenario described here, the master
product catalog application generates a
NewProduct XML message. The company’s
accounts payable application and inventory
applications are subscribed to all instances
of the NewProduct document. However,
other subscription rules vary between these
applications. There is content in the
NewProduct message that indicates that the
product will be sold on the company’s Web
site; hence, the Web site catalog application
subscribes only to that content. Other con-
tent in the document indicates which stores
will carry the product. Each retail store thus
subscribes only to the NewProduct docu-
ments that are relevant for it.

Suppliers subscribe to NewProduct doc-
uments for products that they carry. Note

www.wsj2.com
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that the decision to use a publish-subscribe
paradigm for some parts of the Web service
message exchange (such as informing all of
these applications about the NewProduct)
doesn’t imply that everything has to be done
that way on a given project or message cho-
reography. For example, suppliers may call
back to the master product catalog applica-
tion by invoking a ProvideQuote Web
service operation exposed by that applica-
tion. Other suppliers of accessory goods can
call the ProvideQuote Web service on relat-
ed products to the original product.

WS-Eventing Message Exchange
WS-Eventing is a specification proposed
in January 2004 by Microsoft, TIBCO, and
BEA (you can see the spec itself at
http://msdn.microsoft.com/webservices/de
fault.aspx?pull=/library/en-us/dnglob-
spec/html/ws-eventing.asp). It is a general-

purpose mechanism for Web services to
send messages to register interest in certain
events. Those Web services then expect to
receive messages about those events. In the
terminology of WS-Eventing, “event sinks”
create “subscriptions” by sending messages
to “event sources.” Those event sources then
send “notifications,” all documents that
match the subscription criteria, back to the
event sinks.

WS-Eventing is not particularly targeted

to content-based routing per se. It can be
used to express interest in system events
such as servers being down or printers
being out of paper. Nevertheless, it has just
about all of the messages that we would
want for XML content-based routing in a
relatively simple specification that makes
intelligent use of existing Web services stan-
dards. Because of the need for content-
based routing for scenarios like the one
above, and the historical availability of
other non-Web services-based publish-sub-
scribe solutions, WS-Eventing-based, con-
tent-based routing systems will probably
emerge quickly. In this article I'll show you
some code samples against an implementa-
tion of WS-Eventing that my company has
released for demonstration purposes only.

To make the scenario more concrete I'll
show you how a WS-Eventing-based, con-
tent-based routing service can make that
integration much simpler. Specifically, we’ll
look at how the publishing master catalog
application and various subscribing enter-
prise applications in the example just
described can use WS-Eventing’s Subscribe,
SubscribeReponse, and notification messages
for more efficient and direct integration.

Subscribe Messages
Each of the applications that need to be
informed about the addition of new prod-

ucts subscribes to the NewProduct docu-
ment. For example, the inventory applica-
tion may be interested in all NewProduct
documents. To express that, the application
would send the message shown in Listing 1
to the content-based routing service.

This message is sent by the inventory
application to the Electronics Retailer con-
tent-based router service. The address of
the CBR service is http://electronicsretail
er.com/cbrservice as expressed in the WS-
Addressing To header. Although the WS-
Eventing specification implies that the To
header is required, SOAP stacks with WS-
Addressing support are few and far
between. So the WS-Eventing-based CBR
service that we use in this code example (an
alpha implementation from Systinet) can be
connected to via basic SOAP over HTTP and
does not require that the wsa:To header be
present.

The WS-Addressing ReplyTo header is
used to indicate the location for the CBR
service to deliver SubscribeResponse mes-
sages to. The contents of the WS-Addressing
MessagelD header sent in the subscription
request are placed by the CBR service (or
any WS-Eventing—compliant event source)
in the subscription response RelatesTo
header.

Looking at the elements in the body of
the Subscribe request, the NotifyTo element
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contains the address where the inventory service
wants to receive notifications, or more specifically,
the NewProduct documents specified in the Filter
element. The address is http://electronicsretailer.
com/ inventory/newproducts.asp, which presum-

SubscribeResponse Messages

The content-based routing service will send
SubscribeResponse messages to each subscribing
application. The SubscribeResponse message that
the CBR service sends is shown in Listing 2.

\Web services have emerged as an

excellent method of integrating pairs of

applications

ably will perform the processing necessary on any
NewProduct documents received.

Following the WS-Addressing specification,
the contents of ReferenceProperties element will
be sent as a header in any notifications that are
sent in response to this subscription. In this exam-
ple, <eri:LocalSubscriptionID>1234</eri:
LocalSubscriptionID> will be placed in the head-
ers of any NewProduct documents that are sent to
the inventory application. Depending on the
application that is handed the document, the
identity of the subscription may be useful in the
processing of received notifications.

The Filter element allows the subscriber to
identify which notifications they want to receive. If
not specified, the default dialect for expressing the
filter is XPath (www.w3.org/TR/ 1999/REC-xpath-
19991 116). The dialect for the Filter can also be
specified as an attribute to another one that the
event source supports (e.g., XQuery perhaps).

The example above uses the following XPath
expression:

/ s12: Envel ope/ s12: Body/ er : NewPr oduct

to specify that the subscriber wants to receive
all NewProduct documents. The expressions
can also be used by subscribers to restrict mes-
sage delivery to only those that match certain
criteria on the content of the document. For
example the expression below would result in
the subscriber receiving all NewProduct docu-
ments that have a Price subelement with a
value greater than 100.

/ s12: Envel ope/ s12: Body/ er : NewPr oduct / er: Pri
ce > 100

April 2004

According to the WS-Addressing specification,
the WS-Addressing To header has the same con-
tents as the WS-Addressing ReplyTo header in the
original request. The RelatesTo header contains
the contents of the Subscribe request MessagelD
header. In the body, the ID element contains a
unique ID for the subscrip-

to an otherwise empty message.

Although subscriptions will eventually expire
based on the requested timeframe of the sub-
scription or the event source’s default expiration
policy, if an application decides that it is no longer
interested in receiving notifications, it should send
an Unsubscribe message to the content-based
router service or other event source. It should
receive an UnsubscribeResponse in reply. If an
application knows that its subscription is about to
expire then it can send a request to renew the sub-
scription, via a Renew message, and should
receive a RenewResponse message in reply.

The CBR service alpha used in this example
does not yet support these maintenance mes-
sages, so we won't discuss them here. Refer to the
WS-Eventing specification for more details.

Code Sample

Listing 4 shows a functional C# program that
sends WS-Eventing Subscribe messages to a con-
tent-based routing service (it is also download-
able along with the entire C# project at http://
adamblum.com/CBRSubscribe. zip). You can

simply invoke this program with arguments of:

tion generated by the event
source, in this case the con-
tent-based routing service. ADVERTISER
The ID element can be v Endognt —— -
. ctive Endpoints www.activeendpoints.com
used by the subscriber, the ‘ .
inventory application in Altova www.altova.com 6
this case, to maintain the
. Assande www.assande.com 31
subscription for example,
for example, unsubscribing | confient Software www.confluentsoftware.com 19
or renewing a subscription.
Gartner www.gartner.com/us/aiws 33
Notifications HostMySite www.hostmysite.com/wsj 877-248-4678 35
Listing 3 is an example
of NewProduct messages HP www.devresource.hp.com/d2d.htm 10
as sent by the? (?BR.seerce 1BM www.ibm.com/websphere/middieware Cover IV
to the subscribing invento-
ry app]jcan'on. Macromedia www.macromedia.com/go/cfmxad 27
.. Mindreef www.mindreef.com 8-9
Subscription Ends,
Renews, and Unsubscribes | Networld+Interop 21
Several other messages
s Novell www.novell.com/extend 800-764-3700 3
may be used to optimize
the subscription process. If OpenLink Software www.openlinksw.com/virtuoso 800-495-6322 Cover Il
a subscription expires, the
CBR service will send a Parasoft www.parsoft.com/soaptest 888-305-0041 5
SubscriptionEnd header WebAppCabaret www.webappcabaret.com/wsj.jsp 866-256-7973 Cover
block in either one of the

notification messages (the
NewProduct document in
this example) or attached

Advertiser is fully responsible for all financial liability and terms of the contract executed
by their agents or agencies who are acting on behalf of the advertiser. This index

is provided as an additional service to our readers. The publisher does
not assume any liability for errors or omissions.
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¢ The endpoint to send notifications to

¢ The XPath expression of the documents to sub-
scribe to

¢ The URL of the content-based router service

After the subscription is established,
you can create Web services with any Web
service development tool. If they send
documents to the content-based routing
service address (e.g., http://local-
host:6060/cbr) that matches the expres-
sions described in the CBRSubscribe pro-
gram invocation, those XML documents
will be forwarded by the CBR service to the
notification endpoint identified in the
CBRSubcribe invocation. If you want easy
generation of these Web services clients,
you may wish to start with an existing
WSDL file. Just change the port in the
WSDL to use the address of the content-
based routing service. Your Web service
client will then send XML messages corre-
sponding to your WSDL to the CBR service
for possible routing. Refer to the tutorials
of your favorite Web services development

tool for more information how to create
generic Web services client using the WSDL
of your choice.

Working More with
Content-Based Routing

A functional WS-Eventing-based content-
based routing service is posted and downloadable
at wwwi.systinet.com/Content BasedRouting.
Addresses to a hosted and operational content-
based routing service may also be posted there as
well. Also, more full-fledged tutorials expanding
on this scenario are available there.

Summary

XML content-based routing provides a very
efficient way to integrate multiple applications
around individual business events. While integra-
tion platforms that offer publishing and subscrip-
tion to topics have enabled this for some time,
the advent of WS-Addressing and WS-Eventing
brings such efficiencies to the world of Web serv-
ices. Companies that wish to integrate many
applications simultaneously should consider
using WS-Eventing-based integration capabilities

to perform centralized yet Web services-based
integration.
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Listing 1
<s12: Envel ope

ing'

<s12: Header >
<wsa: Acti on>

</ wsa: Acti on>

<wsa: Repl yTo>
<wsa: Addr ess>
</ wsa: Addr ess>

</ wsa: Repl yTo>
<wsa: Messagel D>

xm ns: 12’ htt p: / / waw. W3. or g/ 2003/ 05/ soap- envel ope’
xm ns: wsa=" http://schenas. xn soap. or g/ ws/ 2003/ 03/ addr essi ng’
xm ns: wse="http:// schemas. xm soap. or g/ ws/ 2004/ 01/ event -

xmns:eri="http://electronicsretailer.coniinventory >

http://schenas. xm soap. or g/ ws/ 2004/ 01/ event i ng/ Subscri be

http://electronicsretail er.coniinventory

</ s12: Body>
</ s12: Envel ope>

Listing 2
<s12: Envel ope

ing

<wsa: To>http://el ectroni csretail er. coml CBRSer vi ce</ wsa: To> ing'

<s12: Header >
<wsa: Acti on>

e

xmns:er="http://el ectronicsretail er.com schemas’ >
/ s12: Envel ope/ s12: Body/ er : NewPr oduct
</wse: Filter>
</ wse: Subscri be>

xm ns: 12" htt p: / / waw. W8. or g/ 2003/ 05/ soap- envel ope’
xm ns: wsa=" htt p: // schemas. xm soap. or g/ ws/ 2003/ 03/ addr ess-

xm ns: wse="http:// schemas. xm soap. or g/ ws/ 2004/ 01/ event -

xnmins:eri="http://electronicsretailer.coniinventory’ >

http://schenas. xm soap. or g/ ws/ 2004/ 01/ event i ng/ Subscr i beRespons

uui d: d7¢5276b- de29- 4313- b4d4- b3425b200840
</ wsa: Messagel D>
</ s12: Header >
<s12: Body>
<wse: Subscri be>
<wse: Noti fyTo>
<wse: Addr ess> http://el ec-
tronicsretailer.coniinventory/Handl eNewPr oduct . asp
</ wse: Addr ess>
<wsa: Ref er enceProperti es>

<eri: Local Subscri ptionl D>1234</ eri : Local Subscri pti onl D>
</ wsa: Ref er enceProperti es>
<wse: Not i fyTo>
<wse: Filter

</ wsa: Acti on>

<wsa: To>http://el ectroni csretailer.coniinventory</wsa: To>
<wsa: Rel at esTo>
uui d: d7¢5276b- de29- 4313- b4d4- b3425b200840
</ wsa: Rel at esTo>
</ s12: Header >
<s12: Body>
<wse: Subscri beResponse>
<wse: | d>uui d: 5005cf e6- c2c6- 4296- 9c3a-
80b9ad111813</ wse: | d>
<wse: Expi r es>2004- 03- 01TOO: 00: 00- 000-
00: 00</ wse: Expi r es>
</ wse: Subscri beResponse>
</ s12: Body>
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</ s12: Envel ope>

Listing 3
<s12: Envel ope
xm ns: 12" ht t p: / / waw. W3. or g/ 2003/ 05/ soap- envel ope’
xm ns: wsa=" htt p://schemas. xm soap. or g/ ws/ 2003/ 03/ addr ess-
ing
xm ns: wse="htt p://schenas. xm soap. or g/ ws/ 2004/ 01/ event i ng'
xmns:eri="http://electronicsretail er.coniinventory’
xm ns:er="http://el ectronicsretail er.com schemas’ >
<s12: Header >
<wsa: Acti on>
http://el ectronicsretail er.con schemas/ NewPr oduct
</wsa: Action>

<wsa: To>http:// el ectroni csretail er. conli nvent ory</wsa: To>
<eri:Local Subscri ptionl D>1234</ eri : Local Subscri pti onl D>
</ s12: Header >
<s12: Body>
<eri : NewPr oduct >
<eri: Product | D>AG MP471</ eri : Product | D>
<eri: Product Narre>
Acne 128MB Portabl e MP3 Pl ayer
</ eri : Product Nane>
<eri : Product Cat egor y>MP3
Pl ayer s</eri : Product Cat egor y>
<eri:Price>47.56</eri:Price>
</ eri: NewProduct >
</ s12: Body>
</ s12: Envel ope>

Listing 4: CBRSubscribe.cs

/1 CBRSubscri be

/1

/1 This is a coomand |ine tool that can be used to subscribe
/1 and endpoint for notifications froma W5 Eventing based
Cont ent - Based Routing service

/1

/1 Usage: CBRSubscribe <web service for notifications> <fil-
ter expression> [ CBR UR]

/1

/1 - the first argument is the address of the endpoint where WS-
Eventing notifications

/I (documents matching subscription criteria) should be sent
/1 - the second argunent is the filter expression used for
the subscription
/1 - the third argunent is the URL for the content-based
routing service itself

/1

/1 For convenience this has been packaged as a standal one
command |ine tool.

/1 However, nost likely you woul d use the Subscribe function
alone in your own G#

/1 or other .NET prograns.

using System
namespace CBRSubscri be
{
cl ass Maind ass
{
[ STAThr ead]
THLELELEEEE it
/1] Main - Acts as sinple shell to grab command line argu-
nents
static void Min(string[] args)
{

if (args.Length<3)
{

Consol e. Wi teLi ne("Usage: CBRSubscri be <web service for
notifications> <filter expression> <CBR URL>");

return;

}

bool result;

resul t =Subscri be(args[ 0], args[1],args[2]);
if (result)

Consol e. Wi teLi ne("Endpoi nt {0} is successfully subscribed
to docunents matching {1} with CBR service
{2}!",args[0],args[1],args[2]);

el se
Consol e. Wi teLi ne("Subscription failed!");

return,

}

/1] Subscribe function that does the actual work
/1] <param name="not i f yAddr ess" >
/11 this is the address of the endpoint where notifications
shoul d be sent
/11 </ param
/1] <param name="subscriptionFilter">
/11 the XPath expression used to identify the docunents of
i nterest
/11l </ param
/11 <param nane="cbr Servi ceURL" >
/11 The URL where the Content-Based Routing service is
| ocat ed.
/11l </ param
/1] <returns>bool ean to indicate success or
failure</returns>
static bool Subscribe(string notifyAddress,string
subscriptionFilter,string cbrServi ceUR)
{
CBRSubscri be. CBRSer vi ce. Subscri be subscri pti on=new
CBRSubscr i be. CBRSer vi ce. Subscri be();
subscription. Noti fyTo=new
CBRSubscr i be. CBRSer vi ce. Endpoi nt Ref er enceType();
subscription. Noti fyTo. Addr ess=new
CBRSubscri be. CBRServi ce. AttributedUR ();
subscription. NotifyTo. Addr ess. Val ue=not i f yAddr ess;
subscription. Filter=new
CBRSubscr i be. CBRSer vi ce. MessagePr edi cat eAssertion();
subscription. Filter. Val ue=subscriptionFilter;

CBRSubscri be. CBRSer vi ce. Eventi ng obj Eventi ng=new
CBRSubscr i be. CBRSer vi ce. Event i ng( cbr Servi ceURL) ;

CBRSubscr i be. CBRSer vi ce. Subscri beResponse
subscri beResponse=new
CBRSubscr i be. CBRSer vi ce. Subscri beResponse() ;

subscri beResponse=obj Event i ng. Subscri beQp(subscri ption);

/1 sanity check the subscription results

bool result=true;

if (!subscribeResponse.ld.StartsWth("uuid:"))
resul t =f al se;

return result;

}
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Parasoft Offers AEP
Team Starter Kits

(Monrovia, CA) — Parasoft, a provider of

Automated Error Prevention

m (AEP) software, has
announced the general availability of AEP
Team Starter Kits, which enable develop-
ment organizations of all sizes to effec-
tively prevent software errors by follow-
ing the same best practices and error pre-
vention techniques across an entire team.
The Starter Kits include Team
Configuration Manager (TCM), Group
Reporting System (GRS), and
SourceScanner bundled with Parasoft
automated unit testing and coding stan-
dard analysis products. Now, groups of
any size can achieve the full benefits of
automated coding standards analysis,
unit testing, and regression testing for
C/C++, Java, and .NET development.

Within the Starter Kit configuration,
developers run Parasoft tools on their
desktops to apply practices such as unit
testing and coding standard enforcement.
Architects use an extended version of the
same tool to configure and control set-
tings that all team members will use to
perform the required practices.

www.parasoft.com
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webMethods Unveils Framework
Solutions for Financial Services
(Fairfax, VA) — webMethods, Inc., a
Web services infrastructure company, has
announced its Financial
Services Frameworks — four
tailored solutions that address key financial
services business initiatives. Each solution
framework consists of a roadmap that high-
lights the products and services necessary
to achieve overall “excellence” in operations,
risk management and regulatory compli-
ance, product and services delivery, and
customer service initiatives.
www.webMethods.com
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Avanade Helps Customers with
Web Services—Enabled Collaboration

(Mountain View, CA) — Avanade Inc., a
technology integrator for Microsoft solu-
tions in the enterprise, has announced

that several of its customers

are already benefiting from
solutions incorporating Microsoft BizTalk
Server 2004, a reliable, secure, and scalable
platform for enhanced business process and
Web services. Avanade applies proven tech-
niques and best practices to speed design
and delivery of solutions using BizTalk
Server 2004 and other Microsoft technology.

Avanade BizTalk Server 2004 engage-
ments have been driven primarily by two
customer needs: strengthening internal
business process and exposing business
functions to external partners. For these
projects, BizTalk Server 2004 acts as an
engine of integration. Avanade is also utiliz-
ing BizTalk Server 2004 as a significant com-
ponent of Web services “gateways” that
expose systems or processes to external
audiences. This approach to customers’
Web services initiatives offers greater con-
trol over the applications exposed and faster
deployment than alternatives such as
custom development. www.avanade.com

WS-1 Publishes Web Services
Security Interoperability Guidelines
(San Francisco) — The Web Services
Interoperability Organization
I:I (WS-I) has announced the
availability of the first Security Scenarios
Working Group Draft for public review.
Developed by the WS-I Basic Security Profile
Working Group, the Security Scenarios docu-
ment identifies security challenges and threats
in building interoperable Web services and
countermeasures for these risks.

The Security Scenarios document describes
several security challenges, threats, and coun-
termeasures in building interoperable Web
services, as well as usage scenarios and
solutions.

WS-T s also currently working on the Basic
Security Profile, an interoperability profile
involving transport security, SOAP messaging
security, and other security considerations
implicated by the Basic Profile 1.0. The Basic
Security Profile is intended to work with other
WS-I profiles and will reference existing specifi-
cations used to provide security, including the
OASIS Web Services Security 1.0 specification,
and provide clarifications and guidance

designed to promote interoperability of those
specifications. www.ws-i.org

Microsoft, Intel Release
Web Services Spec

A group of high-tech companies, including
Microsoft Corp. and Intel Corp., has released a
Web services specification for discovering
devices attached to a local area network.

The WS-Discovery protocol provides a means
for devices, such as printers, and software run-
ning on an application server to announce
themselves on a LAN and make themselves
available to other systems that want to use their
services. The protocol, which would work on a
wireless or wired LAN, is meant to work in con-
junction with other Web services protocols for
system-to-system communications, including
WS-Eventing, WS-Addressing, WS-Security, and
WS-ReliableMessaging.

WS-Discovery is meant to complement
another Web services standard for system-to-sys-
tem discovery, called Universal Description,
Discovery and Integration. UDDI is used in con-
necting systems across networks, as opposed to
just one network.

Web Services Help from
LISA 2.0 Automated Testing
(Dallas) — iTKO, Inc., an enterprise
software development tool
provider, has released LISA 2.0
software for Web Services testing.

LISA 2.0 uses an “inline testing” technolo-
gy to sit alongside and talk to any component
that can impact a Web service. It can uncover
and report the source of any Web service
problems stemming from Web and app
servers, network transmission, database stor-
age and retrieval, middleware, other applica-
tions, and attached components.
www.itko.com

JNetDirect Announces Solution for
Translating Relational Data to XML
(Herndon, VA) - JNetDirect Incorporated, a
data evolution software company, has
announced the release of
JSQLMapper, a bidirectional
data mapping tool that eliminates the need to
construct custom code in order to bring rela-
tional data into XML format. The beta release
allows for rapid linking of business applications
with the creation of relational data entries into
a standards-based XML format and a map of
those entries into a relational data source.

www.jnetdirect.com

www.wsj2.com
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WebSphere. Key

MIDDLEWARE IS IBM SOFTWARE. Powerful software like
IBM WebSphere® Using an open and scalable foundation,
1. New design already tested. WebSphere software lets you swiftly respond to change. On
2. Suppliers already linked. demand. Applications are easily updated, tested and deployed.
3. Procurement already automated. Lead time is shortened. And everything clicks, regardless of
4. Blueprints already updated. platform. WebSphere delivers it all. On the money. On demand.
5. Engine all ready for takeoff. @business on demand™at ibm.com/websphere/middleware
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